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Introduction 

Featurespace cultivates an intelligent, proactive, and professional approach in all that we do.  

We challenge each other to find new solutions to problems; our work is constantly evolving 

as our business grows.  

Our products are relied on to provide mission-critical solutions for our customers. As our 

company develops, we need to implement policies that protect our company, our customers, 

and our colleagues.  

Scope 

Risk management is important to us: it enables us to understand what could go wrong and 

what to do about it. There is no universal risk management guide, but there are approaches 

which improve risk management and tools to help which are detailed later in this document. 

Our risk management framework is underpinned by a set of principles which are detailed in 

the table below. These attributes enable our risk management initiative to deliver outputs, 

including compliance with applicable governance requirements and assurance to 

stakeholders. 

Principles of Risk Management 

Proportionate Risk management must be proportionate to the level of risk  

Aligned Activities, risk reviews will be aligned to the business objectives  

Comprehensive To be most effective, the risk management approach will be 

comprehensive 

Embedded Risk management must be embedded in the organisation 

Dynamic Risk Management activities must be dynamic and responsive to emerging 

and changing risks 

Risk Policy 

Our approach to risk management is to apply an effective standard approach to risk 

management. This approach is based on the ISO 31000 model. 

We recognise the need for risk management to feature as a consideration in our strategic 

and operational planning and decision making. 

We are committed to managing and minimising risk by identifying, analysing, evaluating, 

and treating risks that may impact the future success of our organisation. 
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Responsibilities 

It is important for our employees to understand what role they play in the active risk 

management of our organisation. For information about this, see the table below. 

Roles & Responsibilities 

Title Responsibility 

CEO and Board 

• Determine strategic approach to risk and agree risk appetite. 

• Understand the most significant risks 

• Manage the organisation in a crisis 

Director of Risk 

• Build risk awareness culture 

• Identify and report changes in the risk exposure to the 
organisation. 

• Develop the risk management policy and keep it updated. 

• Co-ordinate the risk control activities. 

• Develop specialist contingency and recovery plans 

• Support investigations of incidents and near misses 

• Provide assurance on the management of risk 

• Report on the efficiency and effectiveness of internal controls 

Functional Leads 

• Ensure implementation of risk improvement recommendations 

• Build awareness of risks within functions 

• Evaluation of reports from employees on identified risks 

• Identify and report on risk changes. 

Employees 

• Report inefficient, unnecessary, or unworkable controls 

• Report loss events and near miss incidents 

• Co-operate with others in the investigation of risk incidents 

• Ensure that visitors and contractors comply with procedures 
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Our Commitments 

We are committed to ensuring that risk management is fit for purpose by applying the 

following: 

• All staff obtain a sound understanding of the principles of risk management. 

• Avoid surprises and reduce financial impact by generating an increased 
understanding of risk and quickly identifying mitigation response plans. 

• Embed risk management as part of decision making by providing visibility of risks.  

• Have plans in place on how to respond to an emergency or crisis, to carry on with 
business and recover from a disaster. 

Ensure that we are dynamic, flexible, and responsive to our fast paced ever changing 

Featurespace environment. 

We apply this policy with a risk management process which are both stored securely in a 

central repository. 

Risk Management Approach 

Our approach to risk management is to apply an effective standard approach to risk 

management. This approach is based on the ISO 31000 model.   

In addition, our approach to risk management is made simple by using the following 

principles: 

• Think logically 

• Identify key risks 

• Identify what to do about each risk 

• Decide who is responsible for the risk 

• Record the risks and changes in risk exposure 

• Monitor the risks and learn from events. 

 

Establish context 

To establish the context of our risk management the following actions are completed: 

• Define the goals and objectives of our risk management activities 
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• Define the scope of the risk management activities to be carried out 

• Define the risk assessment methodologies 

• Define the way performance and effectiveness is evaluated in the management of 
risk 

• Define the activity, function, project, process, or activities within the organisation. 

 

Attention to these and other relevant factors will help to ensure that the risk management in 

Featurespace is appropriate and aligned to its objectives. 

 

Risk Assessment 

Risk assessment is our overall process of risk identification, risk analysis and risk evaluation. 

There are a wide range of risk assessment techniques available. Table 3 below lists the main 

techniques that we use and a brief description of each of these techniques.  

When completing risk assessments for General Data Protection Regulation (GDPR) purposes 

consideration should be given to whether a Data Protection Impact Assessment (DPIA) is 

required. This should be determined in line with the DPIA criteria detailed in the 

Featurespace GDPR policy. 

The Head of Risk regularly reviews current and emerging risks with a range of different 

shareholders all with varied responsibilities within the business. This ensures that we adopt 

a comprehensive evaluation and assessment of our business risks. 

Risk Assessment Techniques 

Technique Description 

Questionnaires 
and checklists 

Use of structured questionnaires and checklists to collect information 
that will assist with the recognition of the significant risks. 

Workshops and 
brainstorming 

Collection and sharing of ideas at workshops to discuss the events 
that could impact the objectives, core processes or key dependencies. 

Inspections and 
Audits 

Physical inspections of premises and activities and audits of 
compliance with established systems and procedures. 

Flowcharts and 
dependency 
analysis 

Analysis of the processes and operations within the organisation to 
identify critical components that are key to success. 
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Risk Identification 

The aim of our risk identification process is to generate a comprehensive list of risks that we 

face. Relevant and up to date information is important to identifying these risks and equally 

important is ensuring that our people with the appropriate knowledge are involved in our 

identification process. When reviewing risks with shareholders our objectives are to  

• ensure that we are identifying any non-compliance to our statutory objectives 

• Protecting achievement of our company objectives, detailed in our Mission, Vision 
and Values statement 

• Developing appropriate and proportionate plans to mitigate the risks to within our 

board agreed appetite. 

In order that we can achieve this, we use a variety of Risk Identification processes, 

examples of which are in the table below. 

 

Risk Identification Techniques 

Technique Description 

Risk gap analysis Risk SME produces a list of common risks and uses these as a 
discussion point in risk reviews to facilitate risk thinking and 
identification 

Workshops & 
brainstorming 

Collection and sharing of ideas that could impact the objectives of the 
project/objective. 

Audits and 
Inspections 

Physical inspection of premises and audits of compliance with 
established systems and procedures 

SWOT analysis Strength's weaknesses opportunities Threats (SWOT) 

PESTLE analysis Political, Economic, Social, Technological, Legal & Environment 

 

Risk Analysis 

Risk analysis involves us completing a full investigation of the risk to develop an 

understanding of the likelihood and impact on our organisation. This analysis forms part of 

our risk evaluation process and helps us to understand how the risks should be treated.  

At this part of this risk analysis, risks are classified using the classification table below and 

recorded on a risk register which is stored in the Risk section of SharePoint. 
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Risk Classification 

 

Risk Evaluation 

The purpose of risk evaluation is to assist in making decisions, based on the outcomes of 

risk analysis, about which risks will need treatment and the priority for the treatment 

implementation. 

Risk evaluation involves comparing the level of risk found during the analysis process with 

the risk criteria established by our organisation. Based on this comparison the need for 

treatment is considered. 

Risk Treatment 

Risk treatment is presented in ISO 31000 as the activity of selecting and implementing 

appropriate control measures to modify the risk. Our system of risk treatment provides the 

development of efficient and effective internal controls. Effectiveness of internal control is 

the degree to which the risk will either be eliminated or reduced by the proposed control 

measures. The cost effectiveness of internal control relates to the cost of implementing the 

control compared to the risk reduction benefits achieved. 

Controls are defined as actions that we take to reduce the likelihood and/or magnitude of a 

risk. Controls can be preventive, corrective, directive, or detective. For information about 

this, see the table below. 

 

Types of Control 

Control Type Description 

Preventive Designed to limit the risk from occurring 

Corrective Designed to limit the scope for loss 

Directive Type of control based on giving instruction 

Detective Designed to identify a risk that has occurred to minimise the loss 
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Risk Response 

The risk management responses that we use can be a mix of five main actions; transfer, 

tolerate, treat, terminate, or take the opportunity.   

• Transfer: for some risks, the best response may be for us to transfer them. This 
might be achieved by conventional insurance or by supporting a third party to take 
the risk in another way.  

• Tolerate; the ability for us to do anything about some risks may be limited, or the 
cost of taking any action may be disproportionate to the potential benefit gained. 
This course of action will commonly be used for large external risks.  

• Treat: by far the greater number of our risks will belong to this category. The 
purpose of treating a risk is to reduce the chance of the risk occurring and is not 
necessarily to obviate the risk, but to contain it to an acceptable level.  

• Terminate the risk by doing things differently thus removing the risk where it is 
feasible to do so. 

 

Risk Mitigation 

The mitigating actions are the key to our risk management.  These focus on the risk and are 

actions which make it less likely that the risk will occur, or which will reduce its impact, 

probability, or both.  They are designed to be as Specific Measurable Achievable Realistic, 

and Time bound (SMART) as possible.   Any mitigating actions which stay the same over a 

long period are reviewed as they may not be effective, although they might still be 

necessary. 

Risk Control Framework 

As part of our risk management activities at Featurespace we have a control framework in 

place. This is a data structure that lists our internal controls and structures into different 

categories, this practice helps us to create business value and minimise risk. A copy of our 

risk control framework is stored in the Risk section of SharePoint. 

Monitoring and review 

Monitoring and review ensure that we continually learn from experience. The objectives of 

our monitoring and review process are as follows: 

• Ensuring the controls are effective in both design and operation 

• Obtaining further information to improve risk assessment 

• Analysing and learning lessons from previous events 

• Detecting changes in the external and internal context 
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• Identifying emerging risks 

Risk Assurance 

Our successful management of risk depends on four important risk-based outputs which 

have been identified as follows: 

• Mandatory as required by laws, customers/clients, and standards 

• Assurance for our management team and other stakeholders 

• Decision making based on the best information available 

• Effective and efficient core processes through our organisation. 

Communication and Consultation 

Communication and consultation with external and internal stakeholders take place during 

all stages of risk management. 

As part of the communication process is the reporting of risks as below. 

• Monthly Stakeholder risk reviews 

• Collation and updating of risk registers 

• Risk Scoring and Prioritisation 

• Review of risks with GM and CEO 

• Monthly risk report distributed to SMT 

• Report updated and distributed to the Board 

Adding value 

Our risk management provides extra value to our organisation. This means that our 

employees will: 

• Only take risks where there are likely to be benefits from doing so 

• Focus on risks where benefits could be enhanced, or the likelihood of success could 
be improved, or the likelihood of negative impact reduced 

• Ensure that risk management is having an impact – and change it if it is not doing so  

• Be proportionate – more attention may be appropriate for larger interventions 
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Risk Definitions 

Risk is defined as uncertainty, whether positive or negative, that will affect the outcome of 

an activity or intervention.  The term ‘management of risk’ incorporates all the activities 

required to identify and control the exposure.  

Risk criteria (appetite) is defined as the ‘amount of risk to which the organisation is 

prepared to accept, tolerate, or be exposed to at any point in time.  

Risk structure (architecture) is made up of roles and responsibilities and activities that 

support the risk management activities. For information about this, see later in this 

document.  

Likelihood is a qualitative description of probability or frequency.  

Consequence is the outcome of an event, being a loss, injury, disadvantage, or gain. There 

may be a range of possible outcomes associated with an event. 

Risk control means acting to eliminate risks so far as is reasonably practicable, and if that 

is not possible, minimising the risks so far as is reasonably practicable.  

Risk Assessment is the process of evaluating and comparing the level of risk against 

predetermined acceptable levels of risk. Risk Management is the application of a 

management system to risk and includes identification, analysis, treatment and monitoring 

 

 


