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Modernizing the Bank Secrecy Act and  
anti-money laundering regulations for 
machine learning innovation 

4 areas for consideration 
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F eaturespace prides itself on remaining 
at the forefront of innovation in 
financial crime. To apply this innovation 
successfully to anti-money laundering 

(AML), regulatory frameworks must be 
modernized to both allow for, and actively 
encourage innovation. 

Featurespace’s AML experts submitted 
their recommendations to the Financial 
Crimes Enforcement Network (FinCEN), a 
bureau within the United States Department 
of the Treasury, as the regulator seeks to 
deliver on its national priorities for AML and 
Counter Terrorist Financing (CTF), including 
combatting human trafficking, fraud and other 
transnational criminal organizations’ activity. 
Featurespace brings its global expertise 
in the application of machine learning for 
financial crime prevention to collaborate with 
governments and regulators and ultimately 
stop crime in its tracks. Preventing money 
laundering means cutting off revenue streams 
for criminal networks and ensures that crime 
doesn’t pay. 

Regarding FinCEN’s review of the 
Bank Secrecy Act (BSA) Regulations and 
Guidelines (Docket No. FINCEN-2021-0008 / 
2021-27081)

Featurespace’s comments are derived from its 
expertise in enabling financial institutions to 
comply with BSA and anti-money laundering 
regulations, and its patented inventions in 
artificial intelligence (AI) improves the accuracy 
and efficiency of identifying suspicious 
activity. Featurespace is a global financial 
crime technology provider, and inventor of 
several innovations in AI and machine learning 
specifically for fraud and financial crime 
detection and prevention. 

Featurespace recognizes and supports the 
considerable efforts both FinCEN and the 
other federal banking agencies are undertaking 
to make the AML/CTF and Sanctions regimes 
more efficient and effective, through 
collaboration and consultation. 

Since the release of the Supervisory 
Guidance on Model Risk Management 
by the Board of Governors of the Federal 
Reserve System and the guidance from 
Office of the Comptroller of the Currency 
(OCC) regarding Sound Practices for Model 
Risk Management: Supervisory Guidance on 
Model Risk Management, issued on April 4, 
2011, there has been considerable challenge 
amongst financial institutions on how to 
comply. Specifically in relation to financial 

https://www.fincen.gov/news/news-releases/fincen-issues-first-national-amlcft-priorities-and-accompanying-statements
https://www.fincen.gov/news/news-releases/fincen-issues-first-national-amlcft-priorities-and-accompanying-statements
https://www.fincen.gov/sites/default/files/shared/AML_CFT%20Priorities%20(June%2030%2C%202021).pdf
https://www.fincen.gov/sites/default/files/shared/AML_CFT%20Priorities%20(June%2030%2C%202021).pdf
https://www.regulations.gov/document/FINCEN-2021-0008-0001
https://www.regulations.gov/document/FINCEN-2021-0008-0001
https://www.occ.gov/news-issuances/bulletins/2011/bulletin-2011-12a.pdf 
https://www.occ.gov/news-issuances/bulletins/2011/bulletin-2011-12a.pdf 
https://www.federalreserve.gov/supervisionreg/srletters/SR2108.htm
https://www.federalreserve.gov/supervisionreg/srletters/SR2108.htm
https://www.federalreserve.gov/supervisionreg/srletters/SR2108.htm
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crime controls and supporting enabling tools, 
as opposed to the broader scope of models 
it was primarily designed to guide. Even with 
the joint statement from SR 21-8: Interagency 
Statement on Model Risk Management for 
Bank Systems Supporting Bank Secrecy 
Act/Anti-Money Laundering Compliance 
issued in 2021, financial institutions have 
remained unconfident in their interpretations 
of what constitutes 'reasonable innovation' in 
relation to the application of AI and machine 
learning to financial crime detection. The 
lack of clarity for any specific model risk 
management framework has created inertia in 
the market and inhibited the Financial Crimes 
Enforcement Network (FinCEN) and its aims in 
combatting economic crime. 

It is the belief of Featurespace, as evidenced 
by our global user base, that machine learning 
models can be applied successfully, and  
within a flexible regulatory framework, to 
identify suspected money laundering and 
terrorist financing with greater accuracy 
and efficiency. It is of great importance that 
financial institutions be able to manage risks 
within the core elements of the MRM guidance 
in a way that does not unnecessarily impede 
their ability to be proactive in identifying 
and addressing emerging risks as it relates 

to financial crimes and the issued national 
AML/CTF priorities. 

Featurespace’s specific recommendations  
are intended to help FinCEN, and the other 
federal banking agencies to develop the 
necessary regulatory framework to support 
innovation in financial crime prevention 
and compliance, and to improve overall 
effectiveness of the regimes' ability to  
disrupt illicit finance.

Featurespace provides its recommendations 
specifically in response to question 26 
of the Request for Information, and the 
request for input on machine learning and 
artificial intelligence. 

In what ways could BSA  
regulations or guidance be  
more efficient in light of innovative 
approaches and new technologies. 
For should any BSA regulations or 
guidance account for technological 
advancements, such as digital 
identification, machine learning,  
and artificial intelligence? If so, how?

https://www.federalreserve.gov/supervisionreg/srletters/SR2108.htm
https://www.federalreserve.gov/supervisionreg/srletters/SR2108.htm
https://www.federalreserve.gov/supervisionreg/srletters/SR2108.htm
https://www.federalreserve.gov/supervisionreg/srletters/SR2108.htm
https://www.featurespace.com/customers/
https://www.featurespace.com/customers/
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1 Explainability

Featurespace has identified four key areas for consideration in relation to 
regulation and guidance for these new technologies

Clear guidance should be established through a risk-based framework on what is an acceptable 
level of explainability as it relates to more advanced machine learning models. This would include 
the following: 

• Framework for how AML/CTF programs are expected to be able to explain models 
and support decisions that are being evaluated or are live in production, to include 
requirements on the ability to explain: the inputs, inner workings of models, calculations, 
how it obtained the decision and reasons for closure of flagged for investigation alerts. 

• Expectations on how end users of the model within the financial institution are able to 
explain how it is supporting the risk decision. 

• Definitions of expected improvements from machine learning models, either in terms of 
outcomes or other measures. 

• "Effectiveness Standards" or definitions of acceptable levels of effectiveness for both 
false positives and false negatives. 

Clear guidance should be established 
through a risk-based framework on what 
is an acceptable level of explainability
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2 Model Governance

In order to support reasonable innovation, guidance is needed on what is considered acceptable 
in the model risk management space as it relates to machine learning models for financial crime 
specifically. 

• Current expectations or interpretations of guidance in practice are viewed as cumbersome 
to implement and not necessarily relevant to financial crime because it was primarily 
designed for other unrelated types of models but has been applied as the de-facto 
standard. The FFIEC Manual should contain a section specific to the guidance outlined in 
the recent interagency guidance on MRM as it applies to BSA/AML Compliance systems 
and made specific to AML/CTF outcomes. 

• Guidance must account for the lack of a systematic feedback loop or definite outcomes 
for regulatory reporting, and the need for AML/CTF strategies and models to rely heavily 
on professional subjective expertise. 

• New guidance needs to include a clear regulatory framework which defines what is, and 
what is not, compliant as 'reasonable innovation' in relation to machine learning to ensure 
financial institutions can action the framework into practical solutions. 

• A framework for considering, implementing, and demonstrating innovation efforts should 
be outlined and supported within the exam manual to facilitate pilot programs and other 
innovation initiatives. 

• New frameworks must account for the speed and agility required to respond to emerging 
risk in financial crime, perhaps daily changes, compared to more stable environments like 
credit underwriting or capital reserves. 
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National AML/CTF priorities include combatting broad typologies like fraud, human trafficking and 
cybercrime in relation to combatting illicit finance. To translate these priorities into innovations to 
combat the specific typologies requires richer information and further collaboration. 

3 Open Data

• The biggest improvement would be the 
more efficient, timely, and automated 
flow of information from FinCEN 
Exchange to participating financial 
institutions and broader industry 
partnerships. 

• There should be an exploration of 
opening this facility to a broader 
network of qualified ecosystem 
partners, licensed and/or regulated 
financial institutions to create an 
open program akin to the exclusive 
consortiums of intelligence formed 
under Section 314(b). 

• Greater emphasis on innovation 
and collaboration, in this expanded 
information sharing approach, would 
focus on proactive measures, emerging 
risk typologies and better detection 
approaches to support forward 
looking efforts and not be dependent 
or reactionary to activity that has 
already occurred. 

• Section 314(b) does facilitate financial 
institutions' more proactive sharing of 
information and investigative activity. 
But in practice its current format limits 
the benefits of AML/CTF collaboration 
to siloed efforts, the largest banks, and 
pushes the risk elsewhere. 

• Unregulated entities, including financial 
technology providers, digital-only banks 
and others are entering the financial 
services ecosystem via sponsorship, 
including an increasing number of 
entities new to payments initiation, 
and receiving. This creates risk in 
relation to maturity around AML/CTF. 
Allowing them some access to working 
groups and consortiums outputs would 
facilitate best practice in all sectors 
and expand the benefits of the Section 
314(b) program across the regime. 

• An open program should include a 
vetting process for applications from 
entities who wish to access higher 

https://www.fincen.gov/section-314b
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levels of refined shared intelligence, 
to ensure secure and regulated 
applications of the data. 

• This kind of program would augment 
the efficacy of new machine learning 
technologies and the regime's ability 
to promote effectiveness by providing 
more accurate tags for machine 
learning models. New technologies can 
manage on little to no training data by 
leveraging transfer learning, but time to 
value is much shorter with appropriately 
tagged data. 

• A consortium-supported approach could 
provide an opportunity to access shared 
typologies, refined intelligence from a 
threat perspective and a shared source 
of training and modeling data. 

• Included in this data should be tags 
that provide feedback on identified 
suspicious activity post-investigation 
by agencies. This is the crucial 

missing piece in improving outcomes 
for machine learning models. It is 
acknowledged that investigations 
can span years but even staggered 
feedback such as the start of an active 
investigation by the agencies could be 
useful. A batch file that packages and 
passes data from law enforcement and 
federal agencies to participating (and 
vetted) financial institutions via the 
open data program would be one way to 
achieve this. 

• Automated interactions via API would 
be ideal to allow many new players 
to consume the data from the open 
data program, particularly as many 
new players are API-first in their 
technology approach. It would also 
reduce the technology overhead for 
them to operationalize the data into 
their models. 
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4 Structured Data

Open data must also be structured to make it easily consumable for financial institutions to 
leverage in AML/CTF systems. 

• As the ISO 20022 standard becomes more widely adopted, fields within the message 
could be mandated by FinCEN in relation to AML/CTF, particularly for non-regulated 
entities initiating payment requests. New players are critical to the ecosystem but may 
currently be unregulated if they are covered by sponsor banks who are regulated entities. 

• A mandated field to be passed through to sponsor banks or from direct participants 
would place more onus on non-regulated entities to provide more accurate and complete 
information and reduce the overhead of heavy message repairs on sponsor banks. 

• All participants and agencies are dependent on compliant data as we look to expand the 
data sharing capability, a common language and structure is needed. 

• Suspicious Activity Reports (SARs) should be aligned to the new data structure. Complete, 
thorough, and timely data should be structured throughout the transactional chain. This 
could also prepare for greater future automation in the SARs filing process. 

• These richer data fields could be leveraged by machine learning systems to perform more 
sophisticated behavioral and pattern analysis for greater efficacy and accuracy. 

• The mandating of more complete, thorough, and timely data would also support machine 
learning efforts to reduce the number of false positives, and the operational overhead 
placed on reporting entities and investigative agencies. This would further support 
organizations on focusing resources in-line with an outcomes-focused and risk-based 
approach to AML/CTF. 
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info@featurespace.com
www.featurespace.com
UK +44 (0)1223 345940
US +1 (404) 649 0108

Find out more

For more insights into AI Innovations for AML 
Transaction Monitoring, download our paper. 

Currently FinCEN's ambitions to encourage AI innovations 
in AML/CTF are not yet realized, but with more structured 
frameworks, data, and data sharing the industry could 
streamline, modernize, and update the AML/CTF regime 
of the United States. 

Encouraging and enabling the use of machine learning 
in AML/CTF systems will deliver the aim to protect U.S. 
national security in a cost-effective and efficient manner. 
Our proposals are intended to accelerate the adoption 
and optimization of machine learning models among 
financial institutions.

mailto:info%40featurespace.com?subject=
http://www.featurespace.com
https://www.featurespace.com/newsroom/ai-for-aml-whitepaper/
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