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Introduction 

 

Featurespace cultivates an intelligent, proactive, and professional approach in all that we do.  
We challenge each other to find new solutions to problems; our work is constantly evolving 

as our business grows.  

Our products are relied on to provide mission-critical solutions for our customers. As our 

company develops, we need to implement policies that protect our company, our customers, 

and our colleagues.  

Scope 

 

An individual’s legal rights to their personal data is at the heart of the UK General Data 
Protection Regulations. (GDPR) 

The UK GDPR recognises that the legal owner of personal data is the person to whom it 

refers. As a result, the regulation provides the following eight rights for individuals in 

relation to their own personal data: 

• The right to be informed. 
• The right of access. 
• The right to rectification. 
• The right to erasure. 
• The right to restrict processing. 
• The right to data portability. 
• The right to object. 
• Rights in relation to automated decision making and profiling. 

For us to comply with the UK GDPR, we must fully understand and respect these rights.  
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Overview 
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Right to be informed 

 

Objective To provide data subjects with the right to certain pieces of information 
that describe their relationship with the controller. 

Information 
to be 
provided to 
data 
subjects 

Individuals must be provided with clear and concise information about 
what we do with the personal data. This may include: 

• Controller's identity 

• Contact details. 

• Reasons or purposes for processing their personal data. 

• Legal basis 

• Recipients of that data 

• Other relevant information to ensure fair and transparent 
processing of the data. 

Associated 
Featurespace 
documents 

• Employee Privacy Notice 

• Recruitment Privacy Notice 

• Website Privacy Notice 

• Partner Privacy Notice 

• Cookie policy 
 

 
 

Right of access 

 

Objective A data subject has the right to obtain from the controller confirmation as 
to whether personal data that concerns them is being processed. 

Information 
to be 
provided 

In addition to providing access to the personal data, the data subject is 
entitled to receive: 

• The purposes of the processing. 

• The categories of personal data concerned. 

• The recipients or categories of recipient to whom the personal 
data have been and will be disclosed. 

• Where possible, the envisaged period for which the personal data 
will be stored or if not possible, the criteria used to determine 
that period. 

• The right to request from the controller: 
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• Rectification/erasure of personal data  

• Restriction of processing of personal data 

• Object processing 

• The right to lodge a complaint with a supervisory authority. 

• If personal data is not collected from the data subject, any 
available information as to their source. 

• The existence of automated decision-making, including profiling, 
and meaningful information about the logic involved. 

Protection of 
associated 
individuals 

Consider if the access request of one individual includes information 
about others. 

Any associated individuals rights must be protected/ consents should be 
required before access requests is granted. 

3rd party 
access 
request 

 

A subject access request may be provided by a third-party e.g., 
attorney, accountant, or anyone else acting on behalf of the client. 

In this case, Featurespace will maintain all associated proof of 
entitlement. 

Fees If the subject access request is excessive, Featurespace may request a 
'reasonable fee' to deal with the request or refuse to deal with the 
request. 

In either case, Featurespace will document the facts that lead to 
respective assessment. 

 

*Refer Appendix A to understand more on Subject Access Request 
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Right to rectification 

 

Objective Data Subjects have the right to rectification of: 

• Inaccurate personal data rectified.  

• Incomplete personal data completed.  
Controllers must ensure that inaccurate or incomplete data is erased, 
amended or rectified. 

Means of 
requesting 
data 

Any individual can make a request for rectification either verbally or in 
writing. 

Data 
Controller vs 
Data 
Processor 

If Featurespace is not the data controller, but merely the data processor, 
we will inform the data subject and refer them to the actual controller.  

Featurespace 
requirement 

Restrict the processing of the data whilst verification of the accuracy. 

Featurespace 
checks  

Check the following:   

Do we have enough information to be sure of the requester’s 
identity?  

o If not, request the evidence we need to verify their identity.  

Does the request make clear what information should be rectified 
or completed?  

o If not, request additional information.  

Is the request unfounded or excessive (in particular because of 
its repetitive character)?  

o If so, we may be able to refuse to act on the request.  

Do we process (this means any operation done by automated 
means, including storing the data in a file system) the data 
requested?  

o If we do not process the requested data, we should inform the 
data subject accordingly.  

Are we obliged to rectify or complete the data in question?  

o The GDPR recognises that there are some legitimate reasons why 
data does not have to be rectified (e.g., personal data processed 
for certain purposes related to crime, personal data that is 
processed for management forecasting or management planning, 
etc.).  
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o If the data is an opinion, it does not need to be changed, 
provided the record makes clear that it is an opinion.  

If the answer to all questions under step 4 is yes, then we should rectify 
or complete the data in question in all relevant records (as per the DPO’s 
data controller log).  

Right to 
complain 

If the decision is taken to reject the request: 

• Inform individual without delay! 

• Inform about their right to make a complaint to the Data 
Protection Authority 

Featurespace can document the above communication. 

 

 

Right to erasure (Right to be forgotten) 

 

Objective The right of an individual to request the deletion of their personal data 
when there is no compelling reason for its continued processing. The 
right is not absolute and only applies in certain circumstances. 

Means of 
requesting 
data 

Any individual can make a request for rectification either verbally or in 
writing  

When does 
the right to 
erasure 
apply? 

The personal data is no longer necessary for the purpose which we 
originally collected or processed it for. 

• If we are relying on consent as our lawful basis for holding the 
data, and the individual withdraws their consent. 

• If we are relying on legitimate interests as your basis for 
processing, the individual objects to the processing of their data, 
and there is no overriding legitimate interest to continue this 
processing. 

• If we are processing the personal data for direct marketing 
purposes and the individual objects to that processing. 

• If we have processed the personal data unlawfully (i.e., in 
breach of the lawfulness requirement of the 1st principle). 

• If we must do it to comply with a legal obligation. 

 

Do we have 
to tell other 
organisations 
about the 

The UK GDPR specifies two circumstances where we should tell other 
organisations about the erasure of personal data: 

• the personal data has been disclosed to others; or 
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erasure of 
personal 
data 

 

• the personal data has been made public in an online 
environment (for example on social networks, forums, or 
websites). 

Where personal data has been made public in an online environment, 
reasonable steps should be taken to inform controllers who are 
processing the personal data to erase links to, copies or replication of 
that data.  

Any steps taken must be reasonable based on available technology and 
cost of implementation. 

Erasing data 
from back-up 
systems & 
notification 
to individual 

 

• When a valid erasure request is received and no exemption 
applies, then we will take steps to ensure erasure from backup 
systems as well as live systems.  

• The steps will depend on particular circumstances, our retention 
schedule (particularly in the context of its backups), and the 
technical mechanisms that are available for us. 

• We will notify individuals as to what will happen to their data 
when their erasure request is fulfilled, including in respect of 
backup systems. 

• It may be that the erasure request can be instantly fulfilled in 
respect of live systems, but that the data will remain within the 
backup environment for a certain period of time until it is 
overwritten. 

• If that is the case the backup data will be marked as ‘beyond 
use,’ even if it cannot be immediately overwritten and ensured 
that we will not use the data within the backup for any other 
purpose, i.e., that the backup is simply held on your systems 
until it is replaced in line with an established schedule. 
 

The main goal is to find a way to ensure that the backup data cannot 
easily or accidentally- be restored and thus further used after the 
deletion request was received. 

Exemption Exemptions to the right of erasure, which allows organisations to decline 
data subjects' request to the extent that processing is necessary: 

For exercising the right of freedom of expression and 
information. 

For compliance with a legal obligation which requires processing 
for the performance of a task carried out in the public interest, 
like public health, archiving and scientific, historic research or 
statistical purposes. 

For the establishment of , exercise of or defence against legal 
claims. 
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The right to restrict processing. 

 

Objective This is the right of individuals to ‘block’ or suppress the processing of 
their personal data. Where this right is upheld, the individual’s personal 
data continues to be stored but is not processed any further.  

Thereafter, just enough information can be stored about the individual 
to ensure that the restriction is respected in future. When Featurespace 
becomes aware of such a request it is processed by the DPO and 
relevant teams to ensure compliance with the data subject's request. 

When does 
the right to 
restrict 
processing 
apply? 

 

Individuals have the right to request that we restrict the processing of 
their personal data in the following circumstances: 

• The individual contests the accuracy of their personal data and 
Featurespace are verifying the accuracy of the data. 

• The data has been unlawfully processed and the individual 
opposes erasure and requests restriction instead. 

• Featurespace no longer need the personal data, but the 
individual needs us to keep it to establish, exercise or defend a 
legal claim; or 

• The individual has objected to us processing their data, and we 
are considering whether our legitimate grounds override those of 
the individual. 

How do we 
restrict 
processing? 

 

Featurespace will use methods of restricting that are appropriate for the 
type of processing we are conducting. The type of processing could be: 

• Data collection 

• Data structuring  

• Dissemination 

• Data erasure 
 
Some of the methods that can be used to restrict data are: 

• Temporarily moving the data to another processing system. 

• Making the data unavailable to users; or 

• Temporarily removing published data from a website. 

• We will also consider how to store personal data.  
 

What can we 
do with 
restricted 
data? 

Ensure that the data in question must not be processed in any way 
except to store it unless: 

• The individual provided their consent to a particular form of 
processing. 
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• Unless it is for the establishment, exercise or defence of legal 

claims. 

• For the protection of rights of another person 

• Reasons of important public interest. 

 

Lifting the 
restriction & 
notification 
to individuals 

 

In many cases the restriction of processing is only temporary, and once 
we have made a decision on the accuracy of the data or whether our 
legitimate grounds override those of the individual, we may decide to lift 
the restriction. If we do this, Featurespace will: 

• Inform the individual before we lift the restriction. 

• Where required we will also inform the individual of the reasons 
for refusal to act upon their rights under 'Right to rectification' 
and ' Right to object' 

• We will inform them of their right to make a complaint to the 
ICO or another supervisory authority. 

• Their ability to seek a judicial remedy. 
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Right to data portability  

 

Objective 
• Data subjects have the right to receive their own personal 

data, which they have provided to a controller, in a structured, 
commonly used, and machine-readable format. 

• They also have the right to transmit the data to another 
controller without hindrance from the controller. 

• Where this right applies, Featurespace provides the personal 
data free of charge, within one month of the request in a 
structured, commonly used, and machine-readable form, e.g., 
as CSV files.  

 

Applicability The right to data portability only applies:  

• To personal data that an individual has provided to a data 
controller. 

• Where the processing is based on the individual’s consent or for 
the performance of a contract. 

• When processing is conducted by automated means. 
 

The right to data portability only applies when: 

• our lawful basis for processing this information is 
consent or for the performance of a contract; and 

• you are carrying out the processing by automated means (i.e., 
excluding paper files). 

Additional 
guidance 

Sometimes the personal data an individual has provided to us will be 
easy to identify (e.g., their mailing address, username, age). However, 
the meaning of data ‘provided to’ data controller is not limited to this. 
It is also personal data resulting from observation of an individual’s 
activities (e.g., where using a device or service). 

This may include: 

• history of website usage or search activities. 
• traffic and location data; or 
• ‘raw’ data processed by connected objects such as smart 

meters and wearable devices. 
 

It does not include any additional data that we have created based 
on the data an individual has provided to us. For example, if we use 
the data, they have provided to create a user profile then this data 
would not be in scope of data portability. 
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Anonymous vs 
Pseudonymous 

The right to data portability only applies to personal data. This means 
that it does not apply to genuinely anonymous data. However, 
pseudonymous data that can be clearly linked back to an individual is 
within scope of the right. 

What happens 
if the personal 
data includes 
information 
about others? 

 
 

• If the requested information includes information about others 
(e.g., third party data) we will consider whether transmitting 
that data would adversely affect the rights and freedoms of 
those third parties. 

• If the requested data has been provided by multiple data 
subjects (e.g., a joint bank account) the individual must be 
satisfied that all parties agree to the portability request.  

• This means that the individual may have to seek agreement 
from all the parties involved. 

What is an 
individual 
entitled to? 

 

The right to data portability entitles an individual to: 
 

• Receive a copy of their personal data; and/or 
• Have their personal data transmitted from one controller to 

another controller. 
 

Individuals have the right to receive their personal data and store it for 
further personal use. This allows the individual to manage and reuse 
their personal data. 

Featurespace's 
preferred 
method of 
transmission 

• Featurespace may have a preferred method of providing the 
information requested depending on the amount and 
complexity of the data requested. In either case, we will ensure 
that the method is secure. 

• Featurespace will consider the technical feasibility of a 
transmission on a request-by-request basis. We will also take 
care to support the transmission process without hindrance. 

Featurespace 
responsibility 
while 
transmitting 
data to others 

• We will make individuals or organisations aware of the steps 
they can take to protect the information they have received. 

• We will also take steps to ensure accuracy of the data 
transmitted during the data portability process. 

Featurespace's 
responsibility 
when we 
receive 
personal data 
because of 
data 
portability 
request. 

• Any data transmitted to us will be processed in line with data 
protection requirements. 

• We will consider whether the data is relevant and not excessive 
in relation to the purposes for which you will process it.  

• We will also consider whether the data contains any third-party 
information.  

• If we receive third party data, we will use this for our own 
purposes. We will keep the third-party data under the sole 
control of the individual who has made the portability request, 
and only used for their own purposes. 
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 • As a new controller, we will ensure that we have an 
appropriate lawful basis for processing any third-party data and 
that this processing does not adversely affect the rights and 
freedoms of those third parties. 

•  If we have received personal data which we have no reason to 
keep, we will delete it as soon as possible 

 

Right to object  

 

Objective An objection may be in relation to all the personal data we hold about 
an individual or only to certain information.  

It may also only relate to a particular purpose we are processing the 
data for. 

Where this right applies, it will be brought to the attention of individuals 
at the point of first communication and in privacy notices.  

Means of 
requesting 
data 

Objections can be made either verbally or in writing.  

Applicability Individuals have the right to object to:  
 
• Processing based on legitimate interests or the performance of a task 

in the public interest / exercise of official authority (including 
profiling). 

• Direct marketing (including profiling). 
• Processing for purposes of scientific / historical research and 

statistics. 

Processing 
based on 
Legitimate 
interest. 

The objection effectively allows individuals to stop or prevent us from 
processing their personal data unless we can demonstrate that there is 
compelling, legitimate grounds for processing. 

The legitimate interest must be lawful and clearly articulated to allow 
the balancing test to be carried out against the interests and 
fundamental rights of the data subject. 

Processing 
based on 
direct 
marketing 

If the data is held purely for direct marketing reasons, Featurespace will 
not refuse this objection, and the processing of the personal information 
will be stopped as soon as the objection is received.  

 
However, this does not automatically mean that we will erase the 
individual’s personal data, and in most cases, we may prefer to suppress 
their details. i.e., retaining just enough information about them. 

 

Processing 
based on 

An individual may object a processing that could be based on lawful 
bases such as for legitimate interest or 'public task'- for the exercise of 
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public 
interest 

our official authority or task carried out in public interest. Any 
compliance to the objection will be based on the interests of an 
individual and will balance the individual's interests, rights & freedoms 
with our own legitimate grounds. 
 

Processing 
based on 
scientific or 
historic 
research or 
statistical 
purposes 

When we are processing data for scientific or historic research or 
statistical purposes, the right to object is more restricted. If we have in 
place appropriate safeguards in place such as data minimisation or 
pseudonymisation the individual has a right to object only if our lawful 
basis of processing is public task i.e., to exercise official authority vested 
in us or for legitimate interests. Any objection received will be 
considered on its own merits. 

 

Notification 
to individuals 

 

At all circumstances we will inform the individual of our decision along 
with explanation and we will inform them of their right to make a 
complaint to the ICO or other supervisory authority; and their ability to 
seek to enforce their rights through a judicial remedy. 
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Rights in relation to automated decision making and 
profiling 

 

Objective • The right establishes a general prohibition for decision-making 
based solely on automated processing, and it applies irrespective 
of the data subject's actions. 

 
• The right not to be evaluated on the basis of automated 

processing is connected to the right to object. 

The right not to be subject to automated decision-making applies 
only if such a decision is based solely on automated processing 
and produces legal effects concerning the data subject or 
similarly significantly affects them. 
 

What is 
automated 
decision 
making and 
Profiling 

• Automated individual decision-making is a decision made by 
automated means without any human involvement. 
 

• Profiling is any form of automated processing of personal data 
consisting of the use of personal data to evaluate certain 
personal aspects relating to a natural person, to analyse or 
predict aspects concerning that natural person's performance at 
work, economic situation, health, personal preference, interests, 
reliability, behaviour, location, or movements. 
 

• Information is analysed to classify people into different groups or 
sectors, using algorithms and machine-learning. This analysis 
identifies links between different behaviours and characteristics 
to create profiles for individuals. 
 

Automated 
decision 
making at 
Featurespace 
and our 
controls. 

 

• Featurespace as a processor may use automated decision 
making for analysing pseudonymised/ anonymised data as 
requested by our clients who function as controllers with whom 
we have adequate contracts and consents. 
 

• Organisations/individuals have a right to object to profiling in 
certain circumstances. We will bring details of this right 
specifically to their attention. 
 

• Featurespace performs solely automated decision-making with 
legal or similarly significant effects when the decision is: 

 
o Necessary for entering into or performance of a contract 

between an organisation and the individual. 
o Authorised by law (for example, for the purposes of fraud or 

tax evasion); or 
o Based on the individual’s explicit consent. 
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• As this type of processing is of high risk, where required we 
carry out Data Protection Impact Assessment (DPIA) to 
demonstrate we have identified and assessed what the risks are 
and how we address them. 

• We also provide clients/organisations special information about 
processing. We take necessary steps to prevent errors, bias or 
discrimination and where possible give organisations rights to 
challenge and request a new decision. 

• We also provide our clients with meaningful information about 
the logic involved in the decision-making process. 

• Our dedicated team at Featurespace (data scientists) use 
appropriate mathematical & statistical procedures and have put 
appropriate technical and organisational measures in place, so 
that we can correct in accuracies and minimise the risk of errors. 

• We ensure clients can: 

o Obtain human intervention. 

o Express their point of view. 

o Obtain an explanation of the decision and challenge it. 
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When can Featurespace refuse to comply with an 
individual's request 

If an exemption applies, Featurespace can refuse to comply with a request (wholly or 
partly). Not all the exemptions apply in the same way, and we will look at each exemption 
carefully to see how it applies to a particular request.  

We can also refuse to comply with a request if it is: 

• manifestly unfounded; or 
• excessive 

 
To decide if a request is manifestly unfounded or excessive, we will consider each request 
on a case-by-case basis. 

Individual notification 
 

If we refuse to comply with a request, we: 
 

• Will inform the individual without undue delay and within one month of receipt of the 
request. 

• We inform the individual about: 

o the reasons we are not taking action. 

o their right to make a complaint to the ICO or another supervisory authority; and 

o their ability to seek to enforce this right through a judicial remedy. 

How to make an Individual rights request?  

 

• An individual can make a request verbally or in writing.  

• All requests for erasure must be sent either directly to the DPO or it must be 
reported via our SharePoint Intranet site.  

• Any requests received via our SharePoint intranet site will be recorded for future 
reference. 
 

Responding to a request 

Time limit 

 
Featurespace will comply with a request without undue delay and at the latest within one 
month of receipt of the request.  
 
We may extend the time to respond by a further two months if the request is complex or if 
we have received several requests from the individual. 

https://forms.office.com/Pages/ResponsePage.aspx?id=qmPoGWiwTUifn5kLVFxaD0Yw4KVLDsVPp6BTbRF-UiFUQkxGT0ZGWTNHQjFCV0gyUkRaRDlHRzVETC4u
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Identity confirmation 
 
If we have doubts about the identity of a person making the request, we may ask for 
information.  
 
However, we will only ask information that is in proportion to the nature of data and why we 
hold it. 
 

Exemptions and derogations 

 

The UK is permitted, in certain circumstances, to derogate from the UK GDPR.  
These derogations create exemptions to the UK GDPR’s transparency obligations and to the 

individual rights mentioned above, provided that certain conditions apply.  

One of these conditions is that the activity concerned be a necessary and proportionate 

measure in response to criminal behaviour.  

Because Featurespace’s processing of personal data is mainly aimed at detecting and 

preventing fraud, this is the derogation that allows us to process data legally, within the 

framework established by the UK GDPR.  

How does the 'lawful basis' impact one's ability to 
exercise individual rights 

 

 

The above table provides with a general outline of which data subject rights could be 

applicable when personal data are processed under the different legal basis. 
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Appendix A: Subject Access request/ Information 
Access request 

(Also applicable to regions where Subject/Information Access request apply) 

Individuals have the right to access the personal data which has been collected about them. 

This is to ensure that individuals are aware of, and can verify, the lawfulness of the 

processing of their personal data. We look to help and facilitate individuals to be able to 

exercise this right easily and at reasonable intervals. 

Individuals can exercise this right through Subject Access Requests (SARs), which allow 

them to find out: 

• What personal data has been collected about them? 
• The purposes for which the personal data is processed 
• The period for which the personal data is processed (e.g., the retention period) 
• The recipients or categories of recipients of the personal data 
• The logic involved in any automatic personal data processing and, at least when 

based on profiling, the consequences of such processing 
 

Featurespace as a controller responsibility 

Where we are the data controller, we are responsible for responding to SARs and providing 

this information. However, we also ensure that the individual’s right should not adversely 

affect the rights or freedoms of others, including trade secrets or intellectual property and 

the copyright protecting the software. Where these are affected, the information provided to 

the data subject will be appropriately redacted.  

We accept requests made by any means, electronically - via email or forms, verbally - in 

person or over the telephone or by mail. 

Featurespace as a processor responsibility 
 

We may also receive requests from data controllers/customers who require our assistance 

completing a SAR. We will always work with the controller to complete the request in a 

timely and appropriate manner and ensure that we do not necessarily delay or frustrate the 

procedure.  

All enquiries about Subject Access Requests should be addressed to the Featurespace DPO 
dpo@featurespace.com   

EU Data Subjects 

We have appointed IT Governance Europe Limited to act as our EU representative. If an 
individual wishes to exercise their rights under the EU General Data Protection Regulation 
(EU GDPR), or have any queries in relation to their rights or general privacy matters 
including subject access requests, then the individual should email our Representative 
at eurep@itgovernance.eu  .Our company name should be referred to in any 
correspondence sent to our Representative.   

mailto:dpo@featurespace.com
mailto:eurep@itgovernance.eu


Individual rights as per UK-GDPR Version 1.1 

 
P a g e  | 20 

Steps for dealing with Subject/Information access requests. 
 

• Check whether we are the Data Controller or processor. If we are the processor, 
please follow processor responsibility. 

• Log the SAR on the Incident Reporting Database as soon as the request is received, (a 
link to the form can be found on the Homepage of the Health & Safety intranet site.) 

• Advise the DPO that a SAR has been received (dpo@featurespace.com) and that the 
request has been logged on the incident reporting database. 

• Promptly acknowledge receipt of the SAR. A SAR must be dealt with within a 
month of receipt. Use this opportunity to verify that we have all information from the 
requester we need to identify them and understand the scope of their request. Check 
the following:  

o Do we have enough information to be sure of the requester’s identity? (If not, 
request the evidence needed to verify their identity.) 

o Does the SAR make it clear what information is requested? (If not, request additional 
information.) 

• Immediately suspend any of data deletion or destruction processes. It is 
important that we complete this as it is a criminal offence to delete, destroy, alter, or 
conceal personal data to frustrate a SAR (Section 173 DPA 2018). 

• Identify the individual. Before communicating with the individual, first validate the 
identity of the data subject. The measures then taken depend on what is reasonable in 
the circumstances. It may be reasonable to seek proof of identity (usually recent 
photographic ID and utility bill) from an unknown client but not an employee with who 
we are in day-to-day contact.  

• A request may be made on behalf of an individual by a representative, for example, 
a solicitor. In this instance, seek reassurance that the individual has authorised the 
representative to make the request, correspond and receive the response on their 
behalf. Requests made on behalf of children should be carefully considered with 
reference to the ICO’s guidance.  

• Act swiftly and clarify the request. We have one month to respond from the receipt 
of the SAR. It is possible to extend this period by a further two months in complex 
cases, in these circumstances, we will inform the individual as soon as this becomes 
apparent. If the SAR is broad or unclear, then politely contact the individual to clarify 
and further understand the personal data that they which to receive.  

• Opening a line of communication with the individual provides immediate reassurance 
that we are taking our responsibilities seriously.  

• Identify personal data to be disclosed. As an organisation we must conduct 
reasonable and proportionate searches of our hard copies or electronic filing systems 
to identify personal data belonging to an individual. This may include client / 
employee files, Outlook accounts and data held by data processors.  

• The obligation upon Featurespace is to disclose the information from the original 
document or record, but not necessarily the document or record itself. In many 

https://forms.office.com/Pages/ResponsePage.aspx?id=qmPoGWiwTUifn5kLVFxaD0Yw4KVLDsVPp6BTbRF-UiFUQkxGT0ZGWTNHQjFCV0gyUkRaRDlHRzVETC4u
https://featurespace.sharepoint.com/sites/AssuranceHub/SitePages/Health-and-Safety.aspx
mailto:dpo@featurespace.com
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cases, providing the original document or record may be appropriate. In other cases, 
it may be more appropriate to provide extracts of the personal data, so long as it is 
in an intelligible form.  

• Identify personal data exemptions. We also recognise that there are a series of 
good reasons why personal data should not be disclosed. For example, where 
disclosure would prejudice defined public functions or communications are that are 
subject to legal professional privilege.  

• We are not required, and should not, disclose an individual’s personal data if this 
would adversely affect the rights of other individuals. In determining whether to 
disclose this mixed data, consideration should be given to whether the third parties 
have consented to its disclosure or whether it is otherwise reasonable to disclose it. 
Careful consideration must be given to the specific content and context of this 
material.  

• Find data all sources ROPA. We hold a file in SharePoint which is our Record of 
Processing Activity (ROPA) which is a log of all our datasets which contain personal 
information that we collect and process. This ROPA also contains details of the legal 
basis for holding the data, how it is processed, with whom it is shared, and other 
details specified by the Information Commissioner's Office (ICO). On receipt of any 
subject access request, a review of our ROPA must take place and then contact can 
be made with the owners of each IT application to extract and review the data 
requested before sending to the data subject.  

• Check whether we are the controller of the data subject's personal data. If 
we are not the controller, inform the data subject and refer them to the controller. 

• Check whether there are reasons to not provide the requested data: For 
example, review the following: 

o Is the request unfounded or excessive If so, consider refusal of the request. 

o Do we process the data requested? If not, inform the data subject accordingly. 

o Does the requested data also include data on other data subjects? If it does, either 
gain the consent of those data subjects to disclose their information or redact all 
references to them. 

• Respond: Unless the answers to any of the questions posed during the assessment   
stage mean that we should not, then provide the requested data for the data 
subject. When responding as a Data Controller, ensure the following is provided to 
the Data Subject.  

o What Featurespace is using the data and who we are sharing it with. 
o How long we will store data, and how we made this decision. 
o Information on the data subjects' rights to challenge the accuracy of the data, then 

right to have it deleted, or to object to its use. 
o The data subjects right to complain to the ICO. 
o Information on where the data came from. 
o Whether the data is being used for profiling or automated decision making and how 

it is doing this. 
o If the data has been transferred to a third country or an international organisation, 

and what security measures we took. 
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o If the data contains any complex code or terms, we will need to explain these so that 
the information can be understood. 

 
Preparing the response 
 

• Ensure that we have all the correct documents. This will include the request itself 
and confirmation of the identity of the data subject.  

• Do not delay. It can be exceedingly difficult and time consuming to respond to a 
SAR. Once all the required information is in place then start to locate the data as 
soon as possible.  

• Remember, that requesters are only entitled to their own personal data. Information 
relating to other individuals should always be redacted unless we have their prior 
consent to use it. Otherwise, we may be in breach of our duties to those third 
parties.  

• Think about how to present the data. If the request is made electronically, provide 
the information in a commonly used electronic format.  

• Take time and care when drafting the response. Keep an accurate record of the 
searches and steps that have been taken to enable the response to be 
completed. Comprehensive disclosure leaves little room for criticism or recourse. 

• Data subjects can exercise their rights free of charge. However, in the event of 
excessive or unfounded consumer requests we do have the right to charge additional 
fees or refuse to act upon the request. To exercise this right, we must prove that the 
data subjects' requests are excessive or unfounded. 

 

 


