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Introduction 
 
Featurespace cultivates an intelligent, proactive, and professional approach in all that we do.  
We challenge each other to find new solutions to problems; our work is constantly evolving 

as our business grows.  

Our products are relied on to provide mission-critical solutions for our customers. As our 

company develops, we need to implement policies that protect our company, our customers, 

and our colleagues.  

Please support and uphold the policies that we introduce and, if you see room for 

improvement, let us know. 

Purpose of this document 
 
At Featurespace we are committed to safeguarding the personal information under our remit 
and developing a data protection regime that is effective, fit for purpose and demonstrates 
an understanding of, and appreciation for the requirements of UK-General Data Protection 
Regime (GDPR). This document has been written to: 
 

• Provide information on how we fulfil our data protection obligations.  

• It provides us with the framework required to ensure that we achieve good overall 

data protection compliance. 

• Helps us to comply with various requirements of the UK-GDPR and improve our data 

governance. 

• To show that our organisation is committed to Data Protection compliance. The UK 

GDPR specifies that organisations must document their compliance in order to 

“demonstrate that data processing is performed in accordance with this Regulation”. 

Being able to demonstrate the above compliance is essential when it comes to regulatory 

investigations. If an individual complains that we had misused their data or had not 

facilitated one or more of their rights as a data subject, Featurespace could be subject to an 

investigation from a supervisory authority. 

Featurespace guide to UK-GDPR 
 
The UK-GDPR is the UK’s data privacy law that governs the processing of personal data 

domestically. The UK-GDPR was drafted after the UK left the EU, as the EU’s GDPR no 

longer applied domestically to the UK. 

 

The United Kingdom General Data Protection Regulation (UK-GDPR) is essentially the same 

law as the European UK GDPR, with some minor differences to accommodate UK domestic 

areas of law. These changes are found in the UK government’s Data Protection, Privacy and 

Electronic Communications (EU Exit) Regulation (DPPEC regulation). 

  

https://www.legislation.gov.uk/uksi/2019/419/contents/made
https://www.legislation.gov.uk/uksi/2019/419/contents/made
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Any website, company or organization that processes personal data of individuals inside the 

UK is required to comply with the UK GDPR – even if the website or company is not itself 

located within the UK. 

Data Protection Concepts 
 
Data protection is about ensuring that data is used fairly and responsibly. In doing so there 

are some key concepts that must be understood. These are detailed below. 

Personal data 
 

• Personal data, sometimes referred to as Personally Identifiable Data (PID) or 

Personally Identifiable Information (PII) is any information relating to living 

individuals who:  

can be identified or who are identifiable, directly from the information in question; or 

who can be indirectly identified from that information in combination with other 
information. 

 

• The four building blocks that comprise the meaning of personal data are: 

o 'Any information' 

o 'Relating to' 

o 'An identified or identifiable' 

o 'Natural person' 

 
• Any type of statements about a person, both objective and subjective, may be 

considered personal data. Information does not need to be true to be considered as 

personal data. 

• The concept of personal data includes information available in any form. The UK 

GDPR applies to both automatically processed personal data and to manual filing 

systems. 

• Information which has had identifiers removed or replaced to pseudonymise the data 

is still personal data for the purposes of UK GDPR. Hence, personal data that has 

been pseudonymised – e.g., key-coded – may fall within the scope of the UK GDPR 

depending on how difficult it is to attribute the pseudonym to an individual. (Refer 

Appendix-B) 

• Information which is truly anonymous is not covered by the UK GDPR. (Refer 

Appendix-B) 
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Examples of personal data 

 

 

Sensitive personal data 

The Regulation identifies certain types of personal data as 'special categories' of personal 

data. Processing of sensitive data require specific protections, as the nature of these 

categories means their processing could create significant risks to individual's rights and 

freedoms. These include: 
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Controllers & Processors 
 

Controller 
 

The controller either alone or jointly with others determines the purposes and means of 

processing personal data. The data controller is the key decision maker with regards to 

personal data.  

Examples of controller obligations include: 

• Providing information to the data subject 

• Ensuring that the processing has a legitimate basis. 

• Data Subject's rights are honoured. 

• Carrying out a data protection impact assessments in the case of high-risk processing 

• Ensuring that there is appropriate security for data. 

• Determining whether notification to data protection authorities or data subjects is 
necessary in case of a personal data breach. 

 

The key responsibility of a controller is to determine the purposes for which personal data is 

being collected, stored, used, altered, and disclosed. 

 

Joint controller 

 

If two or more controllers jointly determine the purposes and means of the processing of 

the same personal data, they are joint controllers. However, they are not joint controllers if 

they are processing the same data for different purposes. 

 

Featurespace as a controller 
 

The scope of Featurespace as a controller is limited. Featurespace as an employer exercises 
control of the purpose and means of processing of personal data stored in its employee 
records. 
 Featurespace is the data controller of personal data held as follows: 

• About company’s employees. 

• About company contacts (for example, marketing and sales contacts). 

• Within the CVs sent to us by candidates (or agents acting on behalf of candidates), 
whether such candidates go on to become employees of the company or not.  
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Processor 
 

The processor processes personal data on behalf of the controller. The existence of a data 

processor depends upon a decision by the controller to delegate all or part of a processing 

activity to an external organisation or individual. 

The Regulation requires that the processor processes personal data only on the controller's 

instructions and that a contract or a binding legal act regulating the relations between the 

controller and processor be put in writing. 

Examples of processor obligations include: 

• Implementing measures for the security of processing data. 

• Record keeping 

• Notifying controllers of data breaches 

• Ensuring compliance with restrictions on international data transfers 

• At the choice of the controller, deleting or returning all personal data to the 
controller after the end of the provision of data processing services. 

 

Featurespace as a processor 
 

Featurespace processes data on behalf of and on the instruction of our clients who are the 
controllers. 
As a data controller we are responsible for ensuring that our processing, such as processing 
data of our teams, including any processing carried out by a sub-processor on our behalf, 
complies with the UK GDPR.  

Sub-processor 
 

There may be occasions when a controller subcontracts processing operations to more than 

one processor or a data processor subcontracts its processing operations to a sub-

contractor, e.g., AWS (Featurespace as a data processor) or pension agency (Featurespace 

as a data controller). 

 

Data protection fee 
 

Controllers in the UK must pay the data protection fee unless they are exempt. Featurespace 
are not exempt from this and therefore it ensures that the data protection fee is paid to the 
ICO as required.  
The UK GDPR applies to both data controllers and data processors. Featurespace is both; 
therefore, we understand the distinct obligations imposed upon each type of data user. 
Heavy fines may be applied to organisations that do not comply.   
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Principles 
 
The UK GDPR has several defined principles for this data processing. At Featurespace we 

are committed to meeting these principles. The principles are as follows: 

 

 

 
Application of GDPR Principles in Featurespace 

Lawfulness, fairness & transparency 
 

The three elements of lawfulness, fairness, and transparency overlap, however, 

Featurespace strives to satisfy all three.  

Under the UK GDPR, Featurespace has identified its legal basis for processing and ensures 

that any processing of personal data is always fair and required lawfully. Featurespace is 

transparent about its processing and is open and honest about the data held and processed. 

Purpose Limitation  
 

As a business we aim to ensure that we are clear and open about our reasons for obtaining 

personal data and what we do with it. Details of this information are provided in the 

Featurespace privacy notice which is available on our external company website. We only 

request data that is required to process information and nothing further. Featurespace 

ensures processing of personal data beyond does not go beyond the identified purpose for 

which the personal data was originally collected. The purpose of processing data and data 

retention periods are documented in Featurespace Data Processing document. 
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Data Minimisation  
 

As a data controller and processor, Featurespace only collects and processes data that is 

relevant, necessary, and adequate to accomplish the purposes for which it is processed. 

Where possible, we limit the collection of data by applying two concepts, i.e., necessity and 

proportionality.  

Accuracy 
 

There are clear links with this accuracy principle to an individual's right to rectification. Both 

of which give individuals the right to have inaccurate personal data corrected. In practice 

this means that we must ensure that we take reasonable steps to ensure that the personal 

data that we hold is accurate. To allow us to do this we have a secure HR database which 

allows employees to view the information that we hold about them and change information 

where it is inaccurate. Employees are also reminded to periodically review and update their 

personal data where it is held elsewhere. 

Storage limitation 
 

Featurespace have appropriate processes in place to not keep any data for longer than 

necessary. When the information is no longer needed, personal data is securely deleted. 

Appropriate steps for secure deletion of data and from identified systems are noted in the 

Featurespace Joiners and Leavers guide document. 

Integrity and confidentiality (security) 
 

At Featurespace we are committed to ensuring that we have appropriate security measures 
in place to protect the personal data that we hold. More information on the security controls 
that we have implemented can be found from the suite of Information Security policies 
across Featurespace. 
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Lawful bases for processing Personal data 
 
The Regulation notes that if a data controller is unable to rely on one of the below lawful 

bases for processing personal data, it will be unlawful to proceed, unless the controller can 

establish some exception. The available lawful bases are as below: 

 

 
Lawful bases in Featurespace 
 
Where Featurespace is the data controller, consent, or the necessity to perform a contract 

usually provides the lawful basis for processing personal data. Privacy notices are provided 

to ensure clarity and transparency regarding the personal data that is processed, and why. 

In addition, we have a trigger for a recruitment privacy notice on our career's portal and 

standard cookie acceptance pop ups are in operation, which give users the chance to decline 

cookies for their device. Examples of our lawful bases of processing personal data are 

described below: 

  



Data Protection at Featurespace Version 2.1 

 
P a g e  | 11 

Company employees 
 

Our lawful bases for processing employee data are: 

• To fulfil our contractual obligations. 

• To comply with legal obligations. 

• Legitimate interest (as per the Featurespace employee privacy notice). 

 

We operate a secure drive containing staff’s personal data. See the Featurespace employee 

privacy notice for more information.  

Access is restricted to members of the HR / Finance team who require it to fulfil their roles. 

Company contacts for marketing and sales purposes 
 

Our usual lawful basis for processing data on sales contacts is that we have a legitimate 
business interest to continue an existing relationship.  
When this legitimate interest ceases to exist, or becomes outweighed by the interests, 
rights, and freedoms of the data subject, we delete this data.   

We use an industry-leading CRM and associated marketing tools to store and process 
customer and prospect data.  

Access to this data is permission-controlled on a per user basis, and the data is subject to a 
six-monthly review. 

CVs 
 

Our lawful basis for processing CVs is consent.  
Our recruitment privacy notice is displayed on our career portal and available on all job 
descriptions sent to and via agents, which explains the rights of all parties and describes 
what will happen to the data subject’s personal data. 

We use a recruitment tracking system to process the data in candidates’ CVs. This 
automatically deletes CVs that have reached a defined expiry date for retention.  

Access to the system is strictly limited to those who need it to do their jobs. 

Our customer's data 
 

Where Featurespace processes personal data for customers (i.e., where the customer is the 
data controller and Featurespace the data processor), our business objective to detect and 
prevent fraud provides us with a legal justification as well as a legitimate interest for 
processing personal data.  
However. in addition, we:  

• Clearly document the personal data we process and why. 

• Do not process any personal data that is not required to meet our business 

objectives. 
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Individuals’ rights 
 
An individual’s legal rights to their personal data is at the heart of the UK GDPR.   

The UK GDPR recognises that the legal owner of personal data is the person to whom it 

refers. As a result, the regulation provides the following rights for individuals in relation to 

their own personal data: 

 

For us to comply with the UK GDPR, we must fully understand and respect these rights.  

We have maintained a separate policy that details the individual rights POL-105 Individual 

rights as per UK GDPR. 

Security 
 
A state of security is often a pre-requisite to achieving compliance with other data protection 

principles. As a business we are able demonstrate that we have implemented appropriate 

technical and organisational security measures to ensure the security of personal data.  

 

In Featurespace, we follow the below three domain security approach to implement 

appropriate technical and organisational measures. 
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In Featurespace, all our people systems are deployed with several mandatory security 

enhancing tools such as antivirus, antispam, firewalls, identify and access management, 

incident detection, data loss prevention, two factor authentication and IP log management. 

 

As a data processor and a controller, we have also implemented other security enhancing 

controls such as: 

Information security management system 
 

Our Information Security (IS) team have developed a suite of IS policies which are available 

to view on our company intranet. These polices have been developed to ensure that we 

have appropriate technical and organisational measures to ensure the security of personal 

data, including protecting against accidental or unlawful destruction or loss, alteration, 

unauthorised disclosure, or access. 

Encryption 
 

Featurespace requires customers to encrypt their files before they upload them to the 

HTTPS portal or the SFTP server.  

For our hosted services, all instance volumes, logs, and object storage used within our 

product deployment are encrypted at rest using AWS KMS managed keys. 

Our product secures all internal and external communications using TLS, thus all data in 

transit is encrypted. 
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Passwords 
 

Our password document gives guidance on using passwords in Featurespace. It includes 

guidance on the characters to use, minimum character length and do's and don'ts for 

password creations. All employees must adhere to this guidance. 

Choosing an appropriate processor 
 

In addition to our own technical and organisational security measures we must ensure that 

we only use a processor that provides enough guarantees that they have implemented 

appropriate technical and organisational measures to ensure their processing meets UK 

GDPR requirements. In summary this means that at Featurespace we are responsible for 

assessing that any processor we use is competent to process personal data in line with the 

UK GDPR’s requirements. Our assessment of processors considers the nature of the 

processing and the risks to the data subjects. 

Only when we are satisfied that they have sufficient measures in place do we enter into a 

binding contract or other legal act with the processor. This contract contains several 

compulsory provisions as specified in Article 28(3).  

Access control 
 

Featurespace team members in roles who require access to customer environments in AWS 
utilise single sign on for users and credential management tools for the log-in to Customer 
environment.  

Access rights are limited to the minimum amount of data and privileges required to perform 
a task. All Customer account access is directed through Featurespace infrastructure via the 
VPN.  

User accounts are automatically disabled if they have not been used for 90 days. 

An exit process for employees is in place and leaver credentials and permissions are revoked 
at time of exit. 

Data and media destruction 
 

At the end of a project, data is securely deleted by removing the virtual machine storage 
and encrypted locker and then erasing the encryption keys. 

Confidential paper waste is disposed of in the secure bins provided. The confidential paper 

waste is then taken away and securely and confidentially shredded. A certificate of 

destruction is provided upon completion. 
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Data Retention 

 
Data retention is limited to that, which is required by legal, regulatory, and/or business 
requirements. Generally, the retention period of customer data during the delivery phase is 
determined in consultation with the customer.  

Featurespace may on occasion ask customers if we may retain data for Research & 
Development purposes. Where the customer agrees, the data is anonymised to ensure it can 
no longer be retraced to the original data set. If customers do not agree to this, the relevant 
data is deleted after use.  

Retention period 
 

The retention period of data in our queues and search indices is determined by: 

• All applicable laws and regulations. 

• What type of data it is (e.g., anonymised data may be kept beyond standard 

retention periods)?  

• The necessity of processing, as per the contractual agreement with the customer.  

Types of data, its purpose of processing, lawful basis and retention period is determined in 

our Featurespace Data Processing Record. Additionally Refer POL-128 Data Retention and 

disposal policy and Data Retention Schedule. 

Accountability obligations  

Accountability 

At Featurespace we are keen to demonstrate accountability and transparency on how we 

comply with the obligations that fall within UK GDPR. 

To demonstrate this, it is important that we have the right controls in place to regularly test, 

assess, and evaluate the effectiveness of our technical and organisational measures for 

ensuring the security of data processing.  

As a data controller, to ensure compliance with our 'accountability' requirements, we have 

considered the three main areas namely: 

• Internal Policies - Stored within our internal SharePoint site and externally on our 
company website. 

• Internal allocation of responsibilities- Periodic performance and strategic review 

• Training-Onboarding training and regular lunch and learns, security workshops and 
exercises. Training materials are hosted in our internal Training site ARICademy. 

Our compliance framework includes the following activities: 
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We have an obligation to ensure that we comply with the UK GDPR accountability 

obligations. Detailed below is specific information on how we comply with individual 

obligations. 

Appointment of a Data Protection Officer (DPO) 
 

Featurespace has established the role of Data Protection Officer (DPO), whose duties are to: 

• Inform and advise the organisation and its employees about their obligations to 

comply with the UK GDPR and other regional data protection laws. 

• To monitor compliance with the UK GDPR and other data protection laws, a duty 

which entails: 

Be the first point of contact for supervisory authorities and for individuals whose data 
is processed (employees, customers etc.). 

Report to the board on all UK GDPR-related matters. 

If you have any queries about the UK GDPR, the Featurespace DPO should always be your 

first port of call.   

DPO independence 
 

An important principle of the UK GDPR is that the DPO must operate independently and 
without instruction from their employer in how they carry out their tasks.  
We therefore ensure that we will not influence our DPO in any of the following:  

• Investigating a complaint. 

• Interpreting data protection law. 
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• What result (from an investigation) should be achieved. 

• Whether or not to consult the regulatory authority. 

 

Although a DPO may fulfil other tasks and duties, Featurespace ensures that there is no 

conflict of interest between those activities and the formal duties prescribed under the UK 

GDPR.  

The DPO cannot be dismissed or otherwise penalised for performing their tasks. 

The Featurespace DPO has direct access to the highest management level within the 
organisation. 

Data protection impact assessments (DPIAs) 
 

 

 

Featurespace has documented guidance which gives full details of our DPIA process and 

templates for DPIA completion in Appendix A. 
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Data Protection by design (DPBD) 
 

 

      

A guidance for data anonymisation is provided in Appendix B.  

 

All data is retained in accordance with this policy and is permanently deleted when no 

longer needed. 
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International transfers 
 

The UK GDPR primarily applies to controllers and processors located in the United Kingdom, 
with some exceptions. People risk losing the protection of the UK data protection laws if 
their personal data is transferred outside the UK.  

The UK GDPR contains rules about transfers of personal data to receivers located outside 
the UK. The transfer rules do not apply where the receiver is an employee of the sender, or 
the sender and receiver are part of the same legal entity, such as a company. 

The transfer of personal data to the receivers located outside the UK is referred to as a ' 
restricted transfer'. 

Before making a restricted transfer Featurespace performs a risk assessment by referring to 
the below two questions: 

Question 1: Is the restricted transfer covered by adequacy regulations? 

Question 2: In the absence of an adequacy decision, is the restricted transfer covered by 
appropriate safeguards? 

Adequacy regulations 
 

The UK has adequacy regulations about the following countries and territories: 

 

*At the time of documenting this policy the above list holds accurate information. 

 For a more upto date information on any newly added countries please refer: International 

data transfers | ICO  

https://ico.org.uk/for-organisations/dp-at-the-end-of-the-transition-period/data-protection-and-the-eu-in-detail/the-uk-gdpr/international-data-transfers/
https://ico.org.uk/for-organisations/dp-at-the-end-of-the-transition-period/data-protection-and-the-eu-in-detail/the-uk-gdpr/international-data-transfers/
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Appropriate Safeguards 
 

The other way to comply with the UK GDPR rules on restricted transfers is to put in place a 

transfer mechanism. Below are the several possible mechanisms listed by the Regulation as 

'appropriate safeguards'. 

 

 

 
 

Featurespace legal team have in place appropriate controls to support our international data 

transfers. Please get in touch with our Legal team to understand more. 

Transfer Risk Assessment (TRA) 
 

If we are relying on one of the above transfer mechanism, we must carry out a Transfer 

Risk assessment(TRA) 

 

Carrying out a TRA will help us as a business to ensure that in the specific circumstances of 

the restricted transfer, the chosen transfer mechanism will provide appropriate safeguards. 

 

Schrems II requirements 

Introduction 
 

The Schrems II EU Court of Justice (CJEU) case referred in the main to the mechanisms that 

allow personal data flows from the EU to the US. The CJEU struck down the Privacy Shield, a 

widely used framework for personal data transfer to the US and ruled that Standard 

Contractual Clauses (SCCs) can be used, so long as the data controller, data recipient and 

data protection authority in the EU member country deem the transfer to be able to ensure 

an adequate level of data protection. 
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Featurespace Compliance with Schrems II  

 
Following the decision in Schrems II when we act as a data exporter (Controller), we will 

now carry out a data transfer assessment and, if necessary, implement additional 

safeguards to ensure that the personal data transferred is subject to a standard of data 

protection equivalent to that provided in the EU. 

 

The recent Schrems II decision continues to apply when we make a restricted transfer from 

the UK using SCCs. Featurespace will assess on an individual basis whether the existing 

SCCs provide protection which is ‘essentially equivalent’ to the protections in the UK data 

protection regime, and if necessary, put in place additional measures. 

 

Featurespace is committed to the obligations set on us as both data controller and processor 

of data. In support of this we perform detailed analysis of a recipient level of data protection 

compliance. In addition, we will perform a Transfer Risk Assessment. In such an 

assessment, and analysis of the data flow, supplier’s access to the data, recipient country’s 

legislation. 

 

Where we are a processor acting on behalf of a customer we will always co-operate fully 

with any customer and suppliers in the completion of a customer data transfer risk 

assessment so that we can provide assurance to the customers of the robustness of our 

data handling/protection arrangements. 

 

Featurespace has performed a detailed Risk assessment as a Supplier to support our current 

and prospective customers. You will find this assessment in POL-123 Featurespace data 

transfer policy in relation to Schrems II. 
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Supervisory authority & Data representatives 

 

 

 
Exemptions 
 
In some circumstances, the DPA 2018 provides an exemption from UK GDPR provisions. If 

an exemption applies, Featurespace may not have to comply with all the usual rights and 

obligations. 

 

In line with the accountability principle, we will justify and document our reasons for relying 

on an exemption so we can demonstrate our compliance. 

Our DPO will advise whether we are able to rely on any exceptions. 

Data Processor responsibilities 
 
Featurespace works in a way that ensures the highest standard and accountability to our 
data controller UK GDPR requirements. In addition to these high standards, we also act as 
processors. 
 
Processors do not have the same obligations as controllers under the UK GDPR and do not 
have to pay a data protection fee. However, as a processor, we do have several direct 
obligations of our own under the UK GDPR. 

Both supervisory authorities (such as the ICO) and individuals may act against a processor 

regarding a breach of those obligations. 

We can only process personal data on instructions from a controller (unless otherwise 

required by law). If we act outside these instructions or process for our own purposes, we 

will step outside our role as a processor and become a controller for that processing. 
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Before we start processing, we must enter into a binding contract with the controller. This 

must contain several compulsory provisions, and we will always ensure that we comply with 

these obligations. 

Sub-processors 
 

We cannot and do not engage another processor (i.e., a sub-processor) without the 

controller’s prior specific or general written authorisation. If authorisation is given, we will 

put in place a contract with the sub-processor with terms that offer an equivalent level of 

protection for the personal data as those in the contract between ourselves and the 

controller. 

Data processing agreements  
 

As a processor we would expect that any controller that wishes to share information with us 

has in place an appropriate Data Processing Agreement. Featurespace has its own template 

which can be used however it is expected that a customer in their role as a controller would 

have their own template for us to use. 

 

We have mapped out our data flow through our cross-functional teams when we act as a 

data processor for our Clients-Refer our Data collection and processing-Client data 

document. 

 

We have also recorded our key data processing activities both as a controller and a 

processor in Featurespace data processing document. 
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Additional Data Protection Documents 
 

• PROC-14 Customer data transfer process. 

• POL-49 Employee privacy notice 

• POL-59 Recruitment Privacy Policy 

• POL-70 Website Privacy notice 

• POL-92 Joining, Moving, and leaving Guide. 

• POL-93 Partner Privacy notice. 

• POL-105 Individual rights policy 

• POL-123 Data Transfer Policy in relation to Schrems II 

• POL-128 Data Retention and disposal policy 

• Data Collection and Processing-Data Flow 

• IM-ASSET 01_Flowdiagram_Data breach 

• IM-FORM 01_Incident and data breach reporting 

• IM-PLAN Incident Response & Recovery 

• DPIA template 
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Appendix A-Data Protection Impact Assessment (DPIA) 
guidance 
 

Overview 

 
The DPIA supports the accountability principle, as it assists us in complying with the UK-
GDPR, demonstrating that appropriate measures have been taken to ensure compliance.  
 

A DPIA is a process designed to assess the impact that a data processing activity (or 
activities) may have on individuals’ privacy.  
 
DPIA also known as the privacy impact assessments are used by Featurespace when 
developing new products and services or while undertaking any new activities that involve 
the processing of personal data. Key benefits of the DPIA are: 
 

• The DPIA works by identifying the benefits of a proposed project or activity,  
• The possible privacy and data protection risks,  
• Safeguards which have been put in place to mitigate those risks.  

 

When does Featurespace need to complete a DPIA?   
 

A DPIA should be conducted as early as possible within any new project/activity lifecycle, so 
that its findings and recommendations can be incorporated into the design.   
Embedding data protection into the design of projects can produce the following benefits:  

 

• Potential problems are identified at an early stage – simpler and less expensive.  

• Increased awareness of privacy and data protection issues across the company.  

• The company is less likely to breach the UK GDPR.  

• The company is less likely to intrude on individuals’ privacy.  

 

Who should complete the DPIA?  

 
DPIAs at Featurespace should be initiated by the person and/or team with the appropriate 
knowledge of the relevant project.  
 
It will frequently be necessary for them to seek the advice of the Featurespace Data 
Protection Office (DPO). When this happens, the advice and decisions taken should be 
documented as part of the DPIA process.   
 
All our employees must be able to identify when a DPIA may be required and have a 
responsibility to assist with a DPIA if asked to do so by the Data Protection Officer.  
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Conducting the DPIA 
 

The DPIA will need to be recorded in a way which captures all the steps below, however, all 
DPIAs will not always require the same level of detail.  
 
The extent of the DPIA will depend on the nature of the project and risks involved. If it is a 
straightforward project, and perhaps unsure as to whether a DPIA is required, the DPIA can 
be relatively short. In contrast, a larger, or more complicated, or more obviously ‘risky’ 
proposal will likely require a more thorough DPIA.  
 

A DPIA will typically need to describe: 

• the nature of the data and the data subjects. 

• the nature, scope, and context of the process. 

• the identities of the parties involved. 

• The processing to be caried out. 
• The purposes of processing 
• The legitimate interest pursued by Featurespace. 
• Safeguards and security measures to ensure the protection of personal data. 
• An assessment of why it is necessary and proportionate in relation to the purposes. 

• An assessment of the risks to the rights and freedoms of the data subjects who could 
be impacted by the new system/process. 

• The measures required to address the risks, protect the personal data and 
demonstrate compliance with the Regulation, taking into account the rights and 
legitimate interests of data subjects and other persons concerned. 

 

If the DPIA indicates that the high risks cannot be sufficiently mitigated, then the DPO 
consults with the Supervisory authority prior to using the system/project initiation. Our Data 
Protection Officer consulting on the DPIA provides recommendations on whether the project 
can go ahead, or whether any steps are required to mitigate any identified privacy risks.   
   

Is the processing potentially high risk? 
 

All employees must, at the outset of any new project or processing activity involving 
personal data, consider whether it has the potential to involve ‘high risk’ data processing.  
 
The types of activities described below should be referred to the Data Protection Officer.   
 
However, note these are examples of ‘risk triggers’ and this is not an exhaustive list.   
Functional leads are expected to use their judgement in considering whether any new 
processing has the potential to be high risk: 
 

• Evaluation or scoring, including profiling, and predicting from behaviour a data 

subject’s performance at work, economic situation, health, personal preferences or 

interests, reliability or behaviour, location, or movements. 

• Using automated decision making with legal or similar significant effect 

• Systematic monitoring 
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• Collection of a new type of sensitive personal data or processing sensitive personal 

data for a new purpose 

• Sharing sensitive personal data with a third party 

• Using personal data for a new purpose 

• Any new collection or use of location data or payment card information 

• Data processed on a large scale. 

• Combining datasets previously maintained separately. 

• Data concerning vulnerable data subjects (e.g., children, the elderly) 

• Innovative use of and/or applying technological or organisational solutions 

• Data transfer across borders outside the EU 

• Processing prevents data subjects from exercising a right or using a service or a 
contract. 

 

If you are still not sure, you should speak to the Data Protection Officer. They may need to 
conduct their own assessment, or they may be able to tell you right away whether the 
proposal has the potential to be high risk.   
It is mandatory to complete a DPIA in the following circumstances: 
 

• Making ‘Automated Decisions,’ which are based on profiling or some other systematic 

evaluation of the individual’s behaviour, e.g., online tracking or geo-location data.  

• Processing sensitive personal data on a ‘large scale.’ Processing will be ‘large scale’ if 

it concerns a substantial portion of employees or customers, and/or if it concerns a 

large amount of data (even if only about a small number of individuals), and/or if it 

takes place over an extended period.  

• Monitoring a public area (other than on a one-off basis). 

 
If you have any further questions about how to complete a DPIA, contact Featurespace Data 

Protection Officer. 

 

  



Data Protection at Featurespace Version 2.1 

 
P a g e  | 28 

Appendix B: Data Pseudonymisation/anonymisation 
 
Featurespace is committed to the safe, secure, and controlled processing of personal data, 
both because it’s the right thing to do, and to ensure we abide by the terms and the spirit of 
the UK General Data Protection Regulation (GDPR) and /other regional data protection laws.  
Because of this commitment, we are aware of the importance of: 

• Recognising both pseudonymised/anonymised and non-anonymised data when we 

receive it.  

• Being able to pseudonymise/anonymise data ourselves, when necessary or report to 

customers with recommendations.  

• Clearly defining, in customer contracts where necessary, who is responsible for data 

pseudonymisation/anonymisation and associated tasks.  

Roles and responsibilities  
 

Team/Role Responsibilities  

Sales / Pre-sales   • Make sure: 

o The customer is aware of all relevant data 
pseudonymisation/anonymisation issues. 

o The required level of pseudonymisation/anonymisation, and 

who is to perform it, is clearly agreed either in the 
customer’s contract or elsewhere.  

Data science   • Examine the data received to determine whether it has 

already been pseudonymised/anonymised sufficiently for us 

to move to our test environment.  

• Use one of our approved methods to anonymise the data so 

that it may be moved to our test environment.  

Systems administration 
functional areas (IE, 

Customer Support, Cloud-

Ops teams) 

• Create and maintain the test and secure environments where 

pseudonymised/anonymised and non-anonymised data 

resides, transferring data between them as appropriate.  

Data Protection Officer 

(DPO) 

• Where required, review and sign off that we have adequately 

pseudonymised/anonymised all personal data that we use.  
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What is data pseudonymisation vs anonymisation? 
 

Data Pseudonymisation 

• Pseudonymisation is a technique that replaces or removes information in a data set 
that identifies an individual. 

• Pseudonymisation may involve replacing names or other identifiers which are easily 
attributed to individuals with, for example, a reference number.  

• Whilst we can tie that reference number back to the individual if you have access to 
the relevant information. 

• We may additionally put technical and organisational measures in place to ensure 
that this additional information is held separately. 

• Pseudonymising personal data can reduce the risks to the data subjects and help you 
meet your data protection obligations. 

• However, pseudonymisation is effectively only a security measure. It does not 
change the status of the data as personal data. 

Data Anonymisation 

• Data anonymisation refers to the act of altering personal data within a dataset so 
that: 

o In case of a data breach, a suitably motivated person with access to publicly 

available resources would not be able to identify any individual data subject, and  

o The properties of the data, which allow us to test the correctness and 

performance of the products we ship to customers, are preserved. 

 

• The UK GDPR does not apply to personal data that has been anonymised.  

• This means that personal data that has been anonymised is not subject to the UK 

GDPR. 

• Anonymisation can therefore be a method of limiting your risk and a benefit to data 

subjects too.  

• Anonymising data wherever possible is therefore encouraged. 

Data anonymisation steps 
 

The following steps outline the data pseudonymisation/anonymisation process:  

• A customer usually sends their data to our systems administration team:  

o Via SFTP transfer, or 
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o On a hard disk.  

 

• Irrespective of how the data arrives, it must immediately be placed in an approved 
secure environment, to which only the data scientists working on the relevant project 
have access.  

• From here, a Featurespace data scientist should examine the data to:  

o Validate that the level of pseudonymisation/anonymisation (if any) corresponds 

to existing agreements with the customer, and that the anonymisation has been 

correctly performed.  

o Determine whether any further pseudonymisation/ anonymisation is necessary 

before the data can be moved from the secure environment to the test 

environment.  

• When the data scientist decides that the data is sufficiently pseudonymised/ 
anonymised to release to the test environment, they should seek the DPO’s sign-off 
to do so.   

• Once the DPO has signed it off, it’s the turn of the customer to validate that we’ve 
met our contractual obligations regarding pseudonymising/anonymising data, so it 
can now be moved onto a test environment.  

Reusing data  
 

With the approval of the relevant customer, data delivered to Featurespace can be used 

beyond the duration of the original project for research and development purposes. 

Transformation of this original data makes it derived data owned by Featurespace.  

The aim of data anonymisation in this instance is that if there is a data breach, the customer 

will not be able to identify the data as originating with them.  

  



Data Protection at Featurespace Version 2.1 

 
P a g e  | 31 

Appendix C: Data breach process 
 

Overview & key documents 
 

• On being aware of a data breach, it must be reported either via our SharePoint 

Intranet site or directly to the DPO. 

• Steps involved in the data protection process is described in detail in the Business 

continuity Plan document. 

• To understand the process to be taken during a data breach, follow the steps 

documented in the Data breach flow diagram. 

• The incident team logs the Data Breach in the Issues & Incidents log. 

• Perform risk assessment and breach mitigation by 'following' and 'documenting steps 

taken in' the Incident and data breach reporting form. 

What is a personal data breach?  
 

The ICO defines a personal data breach as "a breach of security leading to the accidental or 

unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal 

data".  

This includes breaches that are the result of both accidental and deliberate causes. It also 

means that a breach is more than just about losing personal data. 

A personal data breach is also defined as a security incident that has affected the 

confidentiality, integrity, or availability of personal data.  

Risk-assessing data breaches 
 

On being aware of a security incident/data breach occur we must perform a risk assessment 

to determine the severity and type of the incident. 

The risk is assessed by considering the potential negative consequences for an individual 

resulting from the incident. 

Negative consequences can be in any of the following forms: 

• Emotional distress 

• Physical and material damage 

• Financial impact 

 

 

https://forms.office.com/Pages/ResponsePage.aspx?id=qmPoGWiwTUifn5kLVFxaD0Yw4KVLDsVPp6BTbRF-UiFUQkxGT0ZGWTNHQjFCV0gyUkRaRDlHRzVETC4u
https://forms.office.com/Pages/ResponsePage.aspx?id=qmPoGWiwTUifn5kLVFxaD0Yw4KVLDsVPp6BTbRF-UiFUQkxGT0ZGWTNHQjFCV0gyUkRaRDlHRzVETC4u
https://featurespace.sharepoint.com/:b:/s/AssuranceHub/ET_k5TrPQW5AhjHgdA65TP8B27Oav_UItHQlWaUpHFU5Ig?e=Ud61Bo
https://featurespace.sharepoint.com/:b:/s/AssuranceHub/ET_k5TrPQW5AhjHgdA65TP8B27Oav_UItHQlWaUpHFU5Ig?e=Ud61Bo
https://featurespace.sharepoint.com/:b:/s/AssuranceHub/EcztROoIXm1LloZvIUgc0M0BRvwxx-zhAOZxjFmZtwCb9Q?e=7DX1sL
https://featurespace.sharepoint.com/:x:/s/AssuranceHub/EcOaCs100udCntPbGa0T0z4Bv_HRQpoLgT77COe2DeXDMw?e=sYrrOG
https://featurespace.sharepoint.com/:w:/s/AssuranceHub/EYgFXTgjKSBMtyctaq2pCvQBqGDFog-rasC2N2QL39Q3MA?e=zDS6lZ
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When do we need to tell 'individuals' about a breach?    
 

If a breach is likely to result in a high risk to the rights and freedoms of individuals, the 

UK GDPR states that we must inform those concerned directly and without undue delay. In 

other words, this should take place as soon as possible. 

If we decide not to notify individuals, we will still need to notify the ICO unless we can 
demonstrate that the breach is unlikely to result in a risk to the individuals rights and 
freedoms.  

What information must we provide to 'individuals' when telling 
them about a breach? 
 

We must describe, in clear and plain language, the nature of the personal data breach and, 

at least: 

• the name and contact details of our Data Protection Officer and any other contact 

points where more information can be obtained. 

• a description of the likely consequences of the personal data breach. 

• a description of the measures taken or proposed to deal with the personal data 

breach and, where appropriate, a description of the measures taken to mitigate any 

possible adverse effects. 

• Where possible we should give specific and clear advice to individuals on the steps, 

they can take to protect themselves, and what we are willing to do to help them.  

What breaches do we need to notify the ICO about? 
 

When a personal data breach has occurred, we must first consider the likelihood of the risk 

to people’s rights and freedoms. 

If a risk is likely, we must notify the ICO. If a risk is unlikely, we do not have to report it.  

However, if we decide not to report the breach, then we must be able to justify our 

decision. 

What role do processors have? 
 

If we are acting as the data processor, and we suffer a breach, then we must inform the 

Data Controller without undue delay as soon as we become aware. 

This allows the Data Controller to take steps to address the breach and meet their breach-

reporting obligations under the UK GDPR. 
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How much time do we have to report a breach? 
 

As a Data Controller, we must report a notifiable breach to the ICO without undue delay, but 

not later than 72 hours after becoming aware of it. If we take longer than this, we must be 

able to give reasons for our delay. 

Reporting a breach to the ICO 
 

When reporting a breach, we must provide: 

• a description of the nature of the personal data breach  

• include the categories and approximate number of individuals concerned. 

• the categories and approximate number of personal data records concerned. 

• the name and contact details of our data protection officer.  

• a description of the likely consequences of the personal data breach 

• a description of the measures taken, or proposed to be taken, to deal with the 

personal data breach and, where appropriate, of the measures taken to mitigate any 

possible adverse effects. 

 

The UK GDPR recognises that it will not always be possible to investigate a breach fully 

within 72 hours to understand exactly what has happened and what needs to be done to 

mitigate it.  

To notify the ICO of a personal data breach please follow this link to the ICO website and 

follow their instructions. 

Data breach reporting | ICO 

Does the UK GDPR require us to take any other steps in 
response to a breach? 
 

• We must accurately and comprehensively record all breaches, regardless of whether 
they need to be reported to the ICO.  

• We must also document its effects and the remedial actions taken. This is part of our 
overall obligation to comply with the accountability principle and allows us to verify 
our organisation’s compliance with its notification duties under the UK GDPR.  

• We have an incident reporting form template which should be used to document and 
send information to the ICO.  

• During the investigation, many tools will be used to investigate and communicate the 
incident.  

• The important thing to remember is to document everything! 

https://ico.org.uk/for-organisations/report-a-breach/personal-data-breach/
https://featurespace.sharepoint.com/:w:/s/AssuranceHub/EYgFXTgjKSBMtyctaq2pCvQBqGDFog-rasC2N2QL39Q3MA?e=DDrgWL
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What happens if we fail to notify the ICO of all notifiable 
breaches? 
 

Failing to notify the ICO of a breach when required to do so can result in a heavy fine of up 

to £8.7 million or 2 per cent of our global turnover.  

The fine can be combined with the ICO’s other corrective powers under Article 58. It is 

therefore critical that this robust breach-reporting process is followed to ensure we detect, 

and notify breaches, on time and to provide all necessary details. 

 

 

 

 


