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Introduction 

Featurespace cultivates an intelligent, proactive, and professional approach in all that we do.  

We challenge each other to find new solutions to problems; our work is constantly evolving 

as our business grows.  

Our products are relied on to provide mission-critical solutions for our customers. As our 

company develops, we need to implement policies that protect our company, our customers, 

and our colleagues.  

Overview 

The Schrems II EU Court of Justice (CJEU) case referred in the main to the mechanisms that 

allow personal data flows from the EU to the US. The CJEU struck down the Privacy Shield, a 

widely used framework for personal data transfer to the US and ruled that Standard 

Contractual Clauses (SCCs) can be used, so long as the data controller/Exporter, data 

recipient and data protection authority in the EU member country deem the transfer to be 

able to ensure an adequate level of data protection. 

At Featurespace we are committed to ensure that working with us is seamless and easy. We 

have listed below the measures and controls that would be required for an exporter to 

complete their own Transfer Risk assessment. This provides assurance on the 

comprehensive set of controls that we have in place to help our customers acting as 'data 

exporters' to achieve compliance with Schrems II.  

Our Transfers-Overview 

A primary objective of the EU-GDPR is to ensure the free flow of personal data between EU 

member states. The GDPR recognises that the transfer of personal data from a member 

state to a third country (a country outside the European Economic Area) or an international 

organisation requires special consideration. GDPR provisions for international data transfers 

also apply to onward transfers-from one third country or international organisation to 

another outside the EEA. 

In summary, if personal data is to be transferred outside the EEA, it still must be protected 

by an adequate standard. 

To comply with the GDPR requirements, for Featurespace customers we have the following 

landscape for International Data transfers: 

Transfer tools 

• Adequacy decisions 

• Appropriate safeguards 

• Derogations 
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Adequacy decision 

Adequacy decisions are based on assessment of third country laws. They are determinations 

that certain third countries adequately protect EU data mainly because their laws have 

achieved a European level of protection standard. Transferring personal data to these 

countries does not require additional safeguards. 

The following jurisdictions have thus far been recognized as providing adequate protection 

for personal data (i.e., are party to an adequacy decision):  

• Andorra  

• Argentina  

• Canada (commercial organizations)  

• Faroe Islands  

• Guernsey  

• Israel  

• Isle of Man  

• Japan 

• Jersey  

• New Zealand  

• Republic of Korea 

• Switzerland  

• Uruguay  

• United Kingdom 

Appropriate safeguards 

In the absence of adequacy decisions, appropriate safeguards may be used for the legal 

transfer of personal data internationally. These appropriate safeguards are intended to 

provide enforcement and effective rights to individuals.  

In Featurespace, our appropriate safeguard deployed for legal transfer of personal data is 

the Standard Contractual Clauses also known as model clauses.  

Derogations 

When a country outside the EEA does not have an adequacy decision and when appropriate 

safeguards are not in place the only remaining option for transferring of personal data 

internationally is a derogation. 

Derogation is an exemption from the prohibition on transferring personal data outside the 

EEA. Derogations are for limited circumstances and allow organisations to transfer personal 

data across borders under very special conditions. Derogations have been carried over from 

the Data Protection Directive criteria and are now stricter and should be narrowly 

interpreted. 

In Featurespace, we use derogations as our last resort and will only be used on a case-by 

case basis in compliance with our customer obligations. 
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Risk Assessment of Featurespace as a Supplier 

To use SCCs the Data Controller must document a risk assessment of the Supplier/recipients 

of the data. This risk assessment is a review of the technical controls that the supplier has in 

place. The process of assessing data protection equivalence is commonly referred to as 

conducting a 'Transfer Impact Assessment (TIA)".  

To provide assurance on this and support our customers risk assessment process we have 

completed a summary of the controls that Featurespace has in the below table. 

Any more supporting documentation will be available on request or by following this link to 

the Featurespace website Legal, Risk and Compliance - Featurespace 

Transfer Impact Assessment- Information 

Generic understanding of Featurespace as a Data Processor 

Featurespace Data Transfer facts 

and FAQs 

Our response 

Full business name of the data 

importer 
Featurespace Limited 

Type of relationship with our 

clients 

Controller to Processor 

Where our customer is the Controller/data exporter  

 
and  

 

Featurespace is the Processor/ data importer 
 

Featurespace parent company 

location 

United Kingdom 

Featurespace product/solution ARIC Risk Hub 

Featurespace provides a solution which monitors our 
customer data in real time or batch, spotting anomalies to 

block new fraud attacks and suspicious activity as it occurs. 

Geographical locations outside 

EEA that Featurespace can access 

Featurespace has a legal entity in UK, US, Singapore, and 

Australia 

Our other locations include: 

Israel, Mexico, Columbia and Spain and a handful of our 

members in Europe. 

However, it is our Data Science team who have access to 
pseudonymised data, and their geographic locations are as 

below: 

https://www.featurespace.com/legal-risk-compliance/
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Featurespace Data Transfer facts 
and FAQs 

Our response 

Cambridge, UK 

London, UK 
Atlanta, US 

Singapore 

Spain 

Featurespace customer support 

location  

Featurespace customer support teams are located in UK, US, 

and Singapore. 

 

To provide our customers with round the clock customer 

support, Featurespace adapts the 'follow the sun' model' e.g., 
a global workflow model in which issues can be handled by 

and passed between offices in different time zones to 

increase responsiveness and reduce resolution times. 

 
Our customers can choose from which location they prefer to 

receive the support during normal business working hours in 

the region of their preference. 

Featurespace's Secure data 

transfer implemented 

Our customers can transfer data to Featurespace using one 

of the following methods: 

HTTPs portal: Data uploaded to the Featurespace HTTPS 

portal via a web browser. 

SFTP upload: Data uploaded to the Featurespace SFTP 

server via any SFTP client. 

Physical storage device: An encrypted physical storage 

device is handed over to Featurespace. 

Featurespace nature of processing 

customer's data 
1. Receiving data: This includes data collection and data 

entry 

2. Holding data: This includes data storage, organisation, 
and structuring 

3. Using data: This includes data analysing, consulting, 
testing, automated decision making and profiling. 

4. Protecting data: including restricting, encrypting, and 
security testing 

5. Sharing data: including disclosure, dissemination, 
allowing access or otherwise making available  

6. Returning data to the data exporter 

7. Erasing data, including destruction and deletion 

Purposes for which data imported 

are intended to be processed 

The customer data transferred are data sets that are sent to 

Featurespace Data Scientists for analysis and the creation of 
models for use in the customer's ARIC deployment.  
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Featurespace Data Transfer facts 
and FAQs 

Our response 

 

The GPG encrypted file is then pulled from the DS-NAS for 
storage.  

 
DS team create a VM instance per client to do Data Set 

analysis. 

 
DS team will pull the data from the DS-NAS and decrypt the 

data in the DS Project VM for analysis.  
 

After data is processed by the DS, results are sent back to 

the customer. 

Method of data transfer Our Data Science and Machine Learning environment 

(shortened as "DS") is a secure and isolated sub environment 

of the Featurespace infrastructure. 

Customers send the encrypted data over secure file transfer 

protocol (SFTP) to our secure transfer. domain which is the 
data transfer server. This Data Transfer server is in 

Featurespace's PCI data science (DS) DMZ boundary 

environment.  

It is the area that receives Customer data (that must be kept 

under strict compliance rules) for processing.  

The DS teams use the Client data to train Featurespace AI 

models, which are then sent along to the Engineering 
department, from where they get integrated into 

Featurespace ARIC solution, and deployed to Customers. 

Does Featurespace have access to 

any personal data? 

Apart from our client's key contact information, which is 
imported to facilitate the provision of Featurespace services, 

Featurespace do not import any personally identifiable data. 

However, the customer can send pseudonymised data to 

Featurespace to be accessed by our Featurespace data 

science, technical and support teams located in our approved 

Featurespace locations.  

Any other Featurespace access to personal data would 

require prior written instruction from the client. 

Who holds the keys/the technical 

solution to un-encrypt the 

pseudonymised data? 

The additional information necessary to re-identify personal 

data or a data subject can be stored in a location agreed by 
Featurespace and our customers in our agreements and/or 

statements of work. 

Access controls and permissions to this key can be restricted 

as per controls set by the customer themselves. 

Does Featurespace have any sub-
processors who access, store, or 

process our client's personal data 

Featurespace have approved sub-processers, however, the 

sub-processors do not have access to any personal data. 



POL-123 Featurespace data transfer policy in relation to Schrems II  Version 1.1 

 
P a g e  | 7 

Featurespace Data Transfer facts 
and FAQs 

Our response 

Pseudonymised data is stored in our clients pre-approved 

geographical location of our sub-processors. 

Geographical locations of sub-

processors located outside EEA 

AWS: We support most of AWS global regions as in the list 

in the link below, however, ARIC is hosted in AWS region 

that our client directs. 

https://aws.amazon.com/about-aws/global-infrastructure/ 

MongoDB: MongoDB is deployed to AWS but in Mongo's 

account. 

Featurespace transfer mechanism 

for transferring the personal data 

The Data Transfer Agreement is the set of terms under which 

personal data could be transferred out of the EEA (or any 
country which does not have an adequacy decision), using 

the Standard Contractual Clauses (SCCs). The specific SCCs 
are based on the exporter (controller or processor) to the 

data importer (controller or processor). 

Personal data categories involved 

in processing 

Categories of personal data will be decided and documented 

in relevant agreements.  

Categories may include: 

Names 
Addresses 

Dates of Birth 
Telephone Numbers 

Emails 
Job Titles 

Card Numbers 

Transaction History 
Device IDs 

IP Addresses 
Geolocation 

 

Data Subjects i.e., the personal 

data involved in the processing 

Personal data, if any, would be the Client employee data 

such as, name, contact details.  

The customer may send the personal data to the hosted 

Featurespace SaaS system, and may create rules which use 
that data, but such use in the system is only at the 

customers instruction or solely by the customer. 

 

 

https://aws.amazon.com/about-aws/global-infrastructure/
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Technical/Organisational measures 

Featurespace Data Transfer facts 
and FAQs 

Our response 

Featurespace technical measures in 

place 

Featurespace approved data storage environments 
'DS-SAN' stores data for analysis by Featurespace 

Data Scientists. 

 All data is stored with volume level encryption (4096-

bit GPC key). 

In transit: inbound and outbound transmissions are 
encrypted with strong cryptography during transit. 

Connections via TLS v1.2. VPN (Cambridge Firewall) 

VPN: AES -128, SHA-256. 

Featurespace Data Protection Officer Featurespace has established the role of Data 

Protection Officer (DPO), whose duties are to: 

• Inform and advise the organisation and its 

employees about their obligations to comply with 
the UK GDPR and other data protection laws. 

• To monitor compliance with the UK GDPR and 

other data protection laws. 

Featurespace adoption of internal 

policies  

Featurespace adopts appropriate and published 

internal data protections policies for any formal and 

informal requests. 

Featurespace data protection related 

policies 

Our associated Data security and Data privacy policies 

based on UK and EU GDPR are in place. and training 

controls are listed on our Featurespace website: 

Legal, Risk and Compliance - Featurespace 

Appropriate Featurespace training 

controls 

 

All Featurespace teams are provided with mandatory 
annual and ad-hoc data protection training and are 

aware of their required obligations. 

Operating procedures to control 
public authority access requests to 

data, supported by a transparent 

disclosure request policy. 

 

Featurespace has contractual measures in place, 
where permitted by law, to notify our customers of 

any public authority request for access, with time for 

our customers to respond and react.  

These procedures are outlined in both our NDA and 

the Agreement. 

Adoption of relevant information 

security controls 

Relevant policies are in place and obligations as 

identified within the Agreement with our customers. 

Information security management system: 

Our Information Security (IS) team have developed a 

suite of IS policies which are available to view on our 
company intranet. These polices have been developed 

https://www.featurespace.com/legal-risk-compliance/
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Featurespace Data Transfer facts 
and FAQs 

Our response 

to ensure that we have appropriate technical and 

organisational measures to ensure the security of 
personal data, including protecting against accidental 

or unlawful destruction or loss, alteration, 

unauthorised disclosure, or access. 

Encryption 

Featurespace requires customers to encrypt their files 
before they upload them to the HTTPS portal or the 

SFTP server. Where data is transferred using a 
physical storage device, either the drive or the file on 

the drive should be encrypted. Any encryption method 

that does not require proprietary software to decrypt 

the file or device is acceptable. 

Where using symmetric encryption, the decryption key 
must be transmitted separately on confirmation of 

receipt of data. 

Passwords 

Our password document gives guidance on using 

passwords in Featurespace. It includes guidance on 
the characters to use, minimum character length and 

do's and don'ts for password creations. All employees 

must adhere to this guidance. 

Access controls 

The IT Security Team will approve access 
authorization according to the role and responsibilities 

of information system users. Each request for access 
will contain written and/or electronic evidence of 

approval by the IT Security Team. 

Featurespace's user access review is an important 

control activity required for internal and external IT 

and security audits, helping to minimize threats, and 
providing assurance that the right people have the 

right access to critical systems and infrastructure.  

User access review is part of Featurespace user 

account and access management policy. It involves a 

periodic review of access rights for all employees 
accessing the PCI-DSS and SOC 2 compliant AWS 

environment.  

A user access review usually includes re-evaluation of: 

•User roles 

•Access rights and privileges 
•Credentials provided to users 
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Featurespace Data Transfer facts 
and FAQs 

Our response 

Physical security 

Featurespace has adapted appropriate measure for 
adequate physical, building, server room, alarm 

monitoring and notification and physical identification 

of employees. 

Featurespace certifications PCI DSS verified 

SOC attested 

Certificate Verification - Coalfire 

Apart from what is list above and on our Featurespace website, Featurespace has 

implemented further measures to comply with all privacy laws and our other contractual 

obligations. Please get in touch with our team if there are any further support required from 

our team. 

Associated controls 

POL-20 Physical and logical security policy 

POL-22 Information security policy 

POL-37 Password policy 

POL-39 Acceptable use policy 

POL-49 Employee privacy policy 

POL-50 Whistleblowing policy 

POL-52 Cookie policy 

POL-57 Employee screening process 

POL-59 Recruitment privacy notice 

POL-60 Information security Incident Management Policy 

POL-72 Information Security awareness training policy 

POL-87 Information security policy for AWS PCI-DSS environment 

POL-104 Featurespace data protection policy-UK GDPR 

POL-105 Individual rights policy-UK GDPR 

POL-116 Data loss prevention policy 

 

https://www.coalfire.com/certificate-verification?param=NzA4N3xDb2FsZmlyZQ%3d%3d

