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Introduction 

Featurespace cultivates an intelligent, proactive, and professional approach in all that we do.  

We challenge each other to find new solutions to problems; our work is constantly evolving 

as our business grows.  

Our products are relied on to provide mission-critical solutions for our customers. As our 

company develops, we need to implement policies that protect our company, our customers, 

and our colleagues.  

Executive summary 

In October 2021, the Featurespace Incident Response Team (IRT) were provided with an 

exercise relating to a potential data breach incident. The exercise was as follows: 

1.  A scenario presentation 

2.  And a data breach exercise with interject decision testing 
 

(Further details of this exercise are documented in BCM-05 Business continuity exercise 

Plan.)  

 

This document provides the outcome of this exercise. 

 

BC Plan compliance 

• There were no identified deviations from plan set in BCM-05 Business continuity 
exercise plan.  

• The interject exercise question were asked to all 16 Incident Response team 
members. 

• From the exercise we have observed that all IRT members reviewed the training and 
awareness materials. 

• All 16 IRT members actively participated in the exercise and the questions 

• IRT members fed back that they found the Business continuity pack useful and 
informative. 
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Analysis and Review 

Response 
 

The overall response rate and a summary of the responses is detailed below we had a full 

100% response rate from our IRT, which demonstrates how important our business 

continuity management is to the senior members of our team.  
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Key Performance Indicator (KPI) Performance  
 

As part of this year's annual exercise planning, we developed a set of specific KPI's. These 

alongside our objectives help us to demonstrate the success of the exercise. The table 

below represents the performance to these objectives. It is very pleasing that we achieved 

90% of our overall KPI targets. 

KPI Performance 

No Performance objective  

(% of IRT members) 

KPI 

(%) 

Actual 

1. Who participated in the exercise and responded to test questions 90 100 

2. Who can identify the critical asset 80 81 

3. Who can identify the nature of incident/ threat 80 100 

4. Who understood immediate notification process on identifying data breach 95 100 

5. Who agree that the business must be communicated in the event of an incident 80 44 

6. Who agree that customers must be informed of the incident & data breach during all 
stages of the incident management process 

   90 
94 

7. Who are aware of the time frame to notify ICO on being aware of a data breach 80 88 

8. Awareness of the activities IT must perform as part of disaster eradication process 85 88 

9. Who are aware of their minimum recovery time objective 95 100 

10. Who have acknowledged that they have reviewed all awareness and training material and 
is confident to manage an incident/data breach 

90 
100 

Corrective action plan 
 

For the one KPI where we fell short of achievement, we have developed the corrective 

action plan detailed below. This will ensure that we mitigate any risk associated with the 

non-achievement of this KPI.  

 

Corrective action Action owner Support/consultation  Due date 

To improve the incident 

communication pack. 

Chief Communications 

& Marketing officer 
Chief Legal Officer 

Head of Risk & compliance 

15 Feb 2022 

To train IRT on revised incident 

communication pack. 

Head of Risk & 

compliance 
BC team 15 March 2022 

 

Actions will be monitored through to completion in the mandatory monthly risk review 

meetings. 

  



 Business Continuity Exercise Report - Data breach - 2021                                              Version 1.0 
 

 

 
P a g e  | 6 

Exercise objectives achieved 
 

As discussed, in our overall exercise plan BCM-05 Business continuity exercise plan_ 2021 

we set a list of exercise objectives which were designed to ensure that the resumption plan 

that we have in place for a potential data breach was fit for purpose. Below is a summary of 

our achievement of these objectives. 

 

 

Identified risks, issues & lessons learnt 

Communication pack for within business 

• 44% of IRT members weren’t sure if they had to communicate the data breach with 
the rest of the business. 

• However, 94% of IRT members agree that customers must be notified during all 
phases of the incident management process. 

• An identified root cause is needed to develop a communication pack. 

• The communication team should improve the communication protocols for a data 
breach business continuity event. 

• In the event of an incident, apart from approval of Chief Communications Officer & 
CEO, the legal team will need to review any outgoing communication for legal 
implications. 
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Notification of insurers 

• In the event of an incident, Chief Finance officer &/ Chief Legal Officer will need to 
notify Featurespace insurers and keep them informed throughout the incident. 
Failure to do so could cause us to have our coverage of any claims rejected.  

• This is not documented in the Business continuity pack and will be going forward. 

 

Maintenance & improvements to our BCM plans 

As part of the exercise, we also asked the IRT for feedback on anything that they would like 

to change or add to the BCM documentation. These changes and amendments are listed 

below and will be actioned in the next review of the plan.  

• To include a checklist for Incident response team to review and update throughout 
an incident 

• To include the new London office details in the next version of the report 

• Once we have reliance on suppliers, BC team to include incident process flow charts 
for third party suppliers along with third party supplier list and contact information 

• To update sub assets that fall under the 5 assets within an asset register. To 
reinforce training of the key 5 critical assets through monthly risk review meetings. 

• To update the BC pack with: 

• communication protocols 

• notification of insurers  

• any applicable regulatory obligations 

 

Recommendations for 2022 exercise 

• Along with facilities, testing of 'Technology Infrastructure' such as Power, 
telecommunications/ transportations could be tested. It is also recommended to 
perform an incident cause cascading effect. This recommendation will be discussed 
with Head of IT. 

• Based on the risk prioritisation of third-party service providers it is recommended to 
develop exercises and tests when required. 

• Perform an audit of the centralised asset register when updated. 

 

FFIEC business continuity gap analysis 

In addition to the Business continuity 2021 exercise, we have also performed a gap analysis 

against the FFIEC regulation. 

The Federal Financial Institutions Examination Council (FFIEC) is a formal U.S. government 

interagency body composed of five banking regulators that is "empowered to prescribe 

uniform principles, standards, and report forms to promote uniformity in the supervision of 

financial institutions".  
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The FFIEC “Business Continuity Management” (BCM) booklet details BCM governance and 

its related components, including resilience strategies and plan development; training and 

awareness; exercises and tests; maintenance and improvement; and reporting for all levels 

of management, including the board of directors.  

We are very pleased to report that our internal audit confirms that we have an overall 'good' 

level of compliance against the FFIEC regulation. 

Final summary 

At Featurespace we believe that good Business continuity management is pivotable to the 

success of our business and the services that we provide to our customers and the 

important role that we play in protecting against financial fraud. 

 

This exercise has demonstrated the follows 

• An excellent commitment to business continuity by our IRT 

• A good understanding of our business continuity management system 

• A willingness to provide good open and transparent feedback on how we can 
improve our BCM 

• That whilst we have good communication plans in place, we could develop actions 
to further improve these. 

 

This was a successful exercise for Featurespace which we can use to provide assurance to 

our stakeholders and finally be confident in our overall business readiness for an unplanned 

data breach. 

Next scheduled exercise  

Date: October 2022 

Asset: Facilities & Technology infrastructure 

Threat: Fire  

 


